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| ntroduction

¢ It'sthe same old sad story:
© Java has threads and synchronized methods
@® But synchronization is dog-slow
2 S0 synchronization is optional
¢ Shoot the foot of your choice:
X Get bad performance, or
é Get bug-prone code
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lts' s Worse Than That

& Libraries must be thread-safe
— All non-trivial methods are synchronized

— Library call to set abit in abit vector:
» ~50 instructions to lock and unlock the object
» ~10 instructions method call overhead
» ~5 instructions to actually set the bit

¢ Locking overhead frequently above 25%
— even in single-threaded applications!

David F. Bacon 10/11/98 IBM TJWatson Research Center



Java Locking Overhead
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Java Synchronization Features

¢ Thread can lock an object repeatedly
— locks nest
— nesting count must be kept
+ On exception, thread must release locks

— call stack implicitly names all locked objects
— therefore, list of locked objects not needed
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L ocking Scenarios by Frequency

. ODbject Is unlocked.

* \We already |ocked the object afew times

* We already locked the object alot of times

.- Object islocked and we are the first to queue up

* Object islocked and other threads are waiting

David F. Bacon 10/11/98 IBM TJWatson Research Center



Nested Locking Depth
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Repeated L ocking (by depth)
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Assumptions
¢ Atomic compare-and-swap available

¢ Thread objects aligned on 8-byte boundaries.
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Why Fast (Un)locking is Hard

+Must atomically release |lock and check queue

Object

Thread,
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Owner Thread,  Thread,
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Queue next ¢ next @
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Solution:Bacon Bit
Lock Structure

Thread Pointer
31 3210  Short Count
0-2:#of locks- 1
Thred, 3: countis>=3
Bacon bit g;?l_l CS) iored in
Lo 0: no one queued to lock
1: threads are queued
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Inline Lock Operation

¢ Must check:
— no one owns the lock

inline void Monitor::enter() {
1 f (! ConpareAndSwap(| ockWwrd, 0, thread))
out O Li neEnter () ;
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How Locking Works
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Inline Unlock Operation

¢ Must check:
— we own the lock
—lock count is 1
— no one iswaiting for the lock

Inline void Monitor::exit() {
1 f (! ConpareAndSwap(| ockWrd, thread, 0))
out O Li neExit();
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Race Conditions and Lock Transfer

¢ Problem: ssmultaneous unlock and enqueue

+ Solution i1sin the Bacon bit
— always set If athread is enqueued on object.

— never modified without acquiring global L ock
on lockTable.

— all changes to monitor lock\Word must be via
Conpar eAndSwap( ) .

¢ unless object and globalLock are locked
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voi d Monitor::enqueueForLock() {

| ockTabl e. | ock(): Enqueue

while (true) {

unsi gned tenp = | ockWor d; Operathn

i f (tenp !'= 0 &&
Conpar eAndSwap(| ockWrd, tenp, tenp|BaconBit)) {
non = | ockTabl e.inflateMonitor(this);
non- >addLocker (t hr ead) ;
| ockTabl e. unl ock();
t hr ead- >suspend() ;
return;

}

i f (Conpar eAndSwap(| ockWord, 0, thread)) {
| ockTabl e. unl ock();
return;

}

}
}
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Deeply Nested Locks

¢ \When count reaches 3
— lock global L ock
— Inflate monitor
— set long count to 3
— don'’t set Bacon bit
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Intel x86 |mplementation (486 +)

¢ /.5 cycles on Pentium

+ forward jump to stub predicted not taken

LOCK: nov ecx, THREAD
Xor eax, eax
cnpxchg [ebx], ecx
j Nz st ub

| ockdone:
st ub: cal | out O Li neLock
] | ockdone
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, ebx Iis the this pointer

, ecx = thread

, eax = 0

; C&S(| ockWbrd, eax, ecx)

;, swap failed; try slowy

, do it the slow way
, and return
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Problem: Deeply Nested L ocks

& Each Fatl. ock access locks the global 1ock
— decreases performance of recursive methods
— Increases global lock contention

+ Solution: cache deeply nested FatlL ock
— test for cache hit before locking global lock
— If it sahit, we've already locked the object

David F. Bacon 10/11/98 IBM TJWatson Research Center



Problem: synchr oni zed() blocks

+ Synchronized methods are lexically nested

¢ synchroni zed() blocksbecome bytecodes:
— lexical nesting not checked by verifier
— throwing exception might not release locks

synchroni zed(foo) {

}
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noni t or Enter f oo

nonitorExit foo
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Solution for Non-nested L ocking

¢ If possible, verify nesting at “compile-time”
¢ Else inflate monitor on non-nested |ock

— set Bacon hit in lockWord

— search lockTable when thread is killed
— unlock does not need modification
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Architectural Adaptations

+ Uniprocessor with synchronous schedul er

—don’'t need C& S MOV
+ Uniprocessor with asynchronous schedul er
— use atomic C& Sin cache CMPXCHG
¢ Strongly ordered multiprocessor (Pentium)
— use atomic C&Sin RAM L OCK#CMPXCHG

& Weakly ordered multiprocessor (Pentium Pro)

— atomic C& S and cache flush L OCK#CIVPXCHG
CPUI D
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Advantages of Bacon-bit Locks

+ Absolutely minimal cost for common case
— 4 Instructions/7.5 cycles on Pentium
— compare to 6 cyclesfor no-op CALL-RE

¢ Next most common case also very fast
— 10 instructions/17 cycles on Pentium

+ Space overhead only 1 word per object
¢ Global lock only used in rare cases
¢ Co-exists with locks not lexically-nested

David F. Bacon 10/11/98 IBM TJWatson Research Center



Advantages of Bacon-bit Locks

& Scalable (can partition global lock)

¢ Almost no spin locking required

& Lock acquisition isfair

¢ Same implementation works and is fast on
— synchronously scheduled uniprocessor
— asynchronously scheduled uniprocessor

— strongly ordered multiprocessor
— weakly ordered multiprocessor
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