Competitive algorithms
for the dynamic
selection of component
implementations

As component-based development matures,
more and more applications are built by
integrating multiple distributed components.
We suggest providing components with
multiple implementations, each optimized for
a particular workload, and augmenting the
component run-time environment with a
mechanism for switching between
implementations. This mechanism monitors
the types of requests the component is
receiving, and adaptively switches
implementations for optimal application
performance. Achieving this optimal
performance depends on making good
choices as to when and how to switch
implementations, a problem we refer to as the
adaptive component problem. We first
formalize the generic problem and then
provide an algorithm, named Delta, for
switching implementations in the special case
when the component has exactly two
implementations. We show that this algorithm
is (3 + epsilon)-competitive with respect to
the optimal algorithm, where epsilon is a
small fraction. We establish a 3-competitive
lower bound for the problem, which implies
that Delta is close to optimal. We describe the
application of these results to the distributed
pub/sub problem, and the data structure
selection problem.

Many applications are being built by integrating mul-
tiple distributed components in order to implement
a particular business function. The increasing pop-
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ularity of component programming models, such as
JavaBeans** ! and Web services, ? is predicted to fur-
ther accelerate the adoption of component-based
development (CBD).

An impediment to the adoption of CBD, however, is
the inability of the “user” of the components to op-
timize their performance for use in a particular so-
lution. Web services, with its premise of loosely cou-
pled distributed components working together,
makes this issue even more acute, as the develop-
ment, deployment, and maintenance of components
making up a single solution may come from differ-
ent vendors and run in very different system envi-
ronments.

In this paper, we propose a generic framework that
addresses this issue. In our formulation, an adaptive
component has multiple implementations, each op-
timized for a particular request workload. A mech-
anism for switching between implementations is also
provided. The underlying system monitors the cur-
rent request workload for a given component and
adaptively switches to the implementation best suited
to this workload. By shifting more of the performance
optimization burden to the component, performance
tuning is simplified and the resulting overall system
performance is likely to be improved. Additionally,
by having the system monitor the request workload
and dynamically switch implementations based upon
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current usage patterns, the component can better ac-
commodate changing request patterns.

Because switching between implementations can in-
cur a heavy cost, good algorithms are needed for de-
termining, at run time, when to switch between im-
plementations. We call this the adaptive component
problem. This paper describes an algorithm, named
Delta, for the case when there are exactly two im-
plementations. We show that Delta is (3 + €)-com-
petitive. This algorithm is designed for the case when
the cost of switching between implementations is very
large compared to the cost of processing a single re-
quest. In this case, the value of € is guaranteed to
be very small. Because we also show a 3-competitive
lower bound, this algorithm is close to optimal.

We show the applicability of this framework to two
problems. The first is an adaptive version of the dis-
tributed pub/sub problem, where multiple loosely
coupled components are reading and writing from
a shared data repository. A component can either
read and write to this shared repository or create a
local data cache for fast access. The second exam-
ple is an adaptive version of the data structure selec-
tion problem, where an application must choose the
appropriate internal data structure to use in order
to provide the quickest answer to particular queries.
We show that both of these are instances of the adap-
tive component problem and that Delta can be used
to decide when to switch implementations, thus op-
timizing run-time performance. This illustrates the
applicability of our framework to a wide range of
problems.

Here is an outline for the rest of this paper. The next
section “The adaptive component problem” is fol-
lowed by “The Delta algorithm.” Then, the section
“Examples” contains our two case studies. In the sec-
tion “Competitiveness” we prove that Delta is (3 +
€)-competitive, and in the section “Lower bounds,”
we establish a 3-competitive lower bound for this
problem. The section “Related work™ is followed by
“Summary and open issues.”

The adaptive component problem

We propose a model where the component devel-
oper implements multiple versions of a component,
each optimized for a specific request workload. The
developer also writes the code that controls the
switching between implementations at run time. For
each request type that the component can service,
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and for each implementation of that component, we
determine the cost for processing a request of that
type. We similarly determine the cost of switching
between any two implementations. These costs may
be specified by the component developer or may be
derived empirically (e.g., by profiling). An on-line
algorithm will monitor request workloads at run time
and determine when to switch implementations. The
rest of this section formalizes these concepts and de-
fines an optimality criterion for determining when
to switch implementations.

Let Comp be an adaptive component, and let Reg-
Types = {typ;} be the set of request types that Comp
can process. Let Impls = {impl;} be the set of im-
plementations of Comp, with impl, being the default
implementation. Let Cost:ReqTypes X Impls — R
be the function that gives the cost for Comp to pro-
cess a request of a given type using a particular im-
plementation (R denotes the set of reals). Let
SwitchCost : Impls X Impls — R be the function that
determines the cost in Comp of switching from one im-
plementation to another. SwitchCost(impl;,impl;) =
o iff Comp cannot switch from impl; to impl;. The
cost functions may reflect internal computation costs,
network message costs, or a combination of these
and other metrics, depending upon the application
environment.

We represent the computation to be performed as
a sequence of requests, ry, - - -, r,. The empty se-
quence is denoted by (). To facilitate the modeling
of many different sorts of problems, we allow a sin-
gle request to be processed by either a single com-
ponent or by multiple components. Given such a se-
quence of requests, a switch of implementations may
occur after processing any request in the sequence. We
represent this by the operation switch(impl;, impl;),
where impl; is the current implementation of the
component, and impl; is the implementation being
switched to. Hence, given a sequence of requests o =
riy, -+, ry, we model the adaptive behavior of the
component Comp as transforming this sequence to
the sequence o’ = sy, - - -, s, such that the follow-
ing comments are true:

e For1 =i =f, eithers, isarequest ors; is a switch
operation.

* Removing the switch operations from «’ produces
.

 If s, = switch(impl;, impl,) then either s, is the
first switch operation in the sequence andj = 1
or the closest preceding switch operation in the
sequence is of the form switch(impl;, impl;).
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An on-line algorithm is one that transforms the se-
quence « by deciding whether or not to insert a switch
operation after request r; based only upon the se-
quence seen so far, ry, -+ -, r;. We write @« —, o'
to indicate that on-line algorithm 4 (used by Comp)
maps « into o’ when processing it. For any request
s; in the transformed sequence «’, we say that the
implementation impl, is active at s, if the closest switch
operation preceding s; in the sequence is of the form
switch(impl;, impl,), or k = 1 and there is no switch
operation preceding s;. When algorithm 4 and se-
quence « are understood from the context, we sim-
ply denote this by Implls(s;, impl,).

Cost? is the cost of Comp to process request se-
quence « using algorithm A. Cost? = Cost(a') =
L, C(s;) where a —, o' =54, -+, s, and where

C(sy)

Cost(s;, impl,)

if s, is a request, and implIs(s;, impl,);
SwitchCost(impl;, impl,)

if 5; is the operation switch(impl,, impl,).

Let O be an optimal algorithm; that is, for any se-
quence « and any on-line algorithm A, Cost{ =
CostZ. An on-line algorithm A4 is c-competitive>* iff, for
any sequence o, there exist constants ¢ and d such
that Cost;} = ¢ *Cost? + d. Given Comp, RegTypes,
Impls, Cost, and SwitchCost, the adaptive component
problem is to find an on-line competitive algorithm
for this problem instance, that is, to find a c-com-
petitive algorithm for some constant c.

Now consider a special case of the adaptive compo-
nent problem where Impls = {impl,, impl, }, which
we call the adaptive two-implementation-component
problem (the adjective “adaptive” is sometimes omit-
ted, for conciseness). We assume that there is at least
one request r such that Cost(r, impl,) < Cost(r,
impl,), and at least one request 7’ such that Cost(r',
impl,) > Cost (r', impl,). Also, we assume that
there are no constraints on the order in which re-
quests must be composed in a sequence (i.e., any in-
terleaving of requests is a legitimate request se-
quence).

Let SC, = SwitchCost(impl,, impl,), SC, = Switch-
Cost(impl,, impl;), and SC = SC; + SC,. We call
SC the round trip switching cost. The Delta algorithm
described in the next section will perform close to
optimal when, for any request r, |Cost(r, impl,) —
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Cost(r, impl,)| << SC. That is, the difference in pro-
cessing cost for a single request when one implemen-
tation is active as opposed to the other implemen-
tation, is significantly less than the switching cost.

The Delta algorithm

Consider any two-implementation-component prob-
lem, where SC is the previously defined round trip
switching cost. Let « = ry, - - -, r, be a sequence of
requests. Then Cost( e, impl;) = 2}, Cost(r;, impl;),
j = 1, 2. Algorithm Delta is extremely simple and
works as follows. Say that implementation impl; of
component Comp is active,i € {1, 2}, and the pro-
cessing of request r, in the sequence ry, r,, - - - has
just ended. Given impl;, denote the other implemen-
tation by impl;. If there exists j = k such that
Cost((r, - - - ,1.),impl;) = Cost((r;, - - - ,11.),impl;) — SC,
then Delta instructs Comp to switch implementations.

Delta also has a simple implementation using just
three counters: Impl1Cost, Impl2Cost, and MinDelta.
The algorithm, when impl, is assumed active, is given
in Figure 1. The algorithm works analogously when
impl, is active.

To see why this implementation is correct, note that
by definition Cost(ry) = 0 and if Delta switches to
impl, after r,, then Jj, 1 = j = k, such that

(Cost((ry, -+ -, 1), impl,)
— Cost((ry, - -+, rj—l)a impl,))
—(Cost((ry, =+ -, 1), impl,)
— Cost((ry, =+ +, 1;-1), imply))) = SC
&
(Cost((ry, - -+, 1), impl,)
— Cost((ry, - -, r), imply))
—(Cost((ry, - - -, rj—l)’ impl,)
— Cost((ry, =+ +, 1;-1), imply))) = SC

After processing request k in the sequence, the value
of MinDelta in the implementation of Figure 1 equals
the minimum of 0 and miny-;<; {Cost((ry, - - -, 1}),
impl,) — Cost((rg, -+, 1;), imply)}.

At this same point Impl1Cost equals Cost((ry, - -,
rv), impl,), and Impl2Cost equals Cost((r, - - - ,1;),
impl,). Hence the equation above is true iff:

(Impl1Cost — Impl2Cost) — MinDelta = SC

This is exactly the computation that the algorithm
of Figure 1 performs in order to determine when to
switch implementations.
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Figure 1 The Delta Algorithm (impl; assumed active)

Impl1Cost := 0; Impl2Cost := 0; MinDelta := 0;
TimeToSwitch := false;
While (not TimeToSwitch) {
Process next request r;
Impl1Cost := Impl1Cost + Cost(r,impl1);
Impl2Cost := Impl2Cost + Cost(r,impl2);
Temp := Impl1Cost — Impl2Cost;
MinDelta := min(MinDelta, Temp);
If (Impl1Cost — Impl2Cost — MinDelta) > = SC)
{TimeToSwitch := true;}

Switch to impl2;

The section “Competitiveness,” later, contains a for-
mal proof that Delta is competitive and close to op-
timal. We now provide some intuition as to why this
is the case. Let A be any algorithm and consider B,
the “adversary” of 4, an algorithm that observes 4
and tries to devise a sequence on which 4 performs
worse than B. If A keeps impl, active too long, the
adversary will devise the sequence to be costly when
impl, is active and cheap when imipl, is active. Hence,
any competitive algorithm must keep switching be-
tween implementations when it determines that the
cost of keeping the other implementation active is
lower. But if A switches implementations too often,
the switching costs will dominate and the adversary
can choose to keep the same implementation active,
thus avoiding all switching costs. The key insight of
Delta is to switch exactly when it accumulates SC
more in cost than the other implementation would,
if it were active. Choosing any value other than SC
results in worse performance.

To see why this is the case, say that A makes impl,
active and switches to impl, after accumulating ad-
ditional cost k, k < SC (more than it would have
accumulated if impl, were active). As soon as A
makes impl, active, the adversary would design the
sequence so that 4 accumulates additional cost k
when impl, is active. At that point 4 will switch back
to impl,. The adversary would keep impl, active
throughout this sequence. Hence, the cost to the ad-
versary would be just k, while A’s cost would be k& +
SC + k > 3k. A would thus be worse than 3-com-
petitive (how much worse would depend upon the
choice of k).
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On the other hand, say that A makes impl, active
and A switches to impl, after accumulating additional
cost k, k > SC. The adversary would make impl,
active at the start of the sequence. As soon as A ac-
cumulates k in cost and switches to impl,, the ad-
versary would switch to impl, and would design the
sequence so that 4 accumulates additional cost k&
when impl, is active. At that point 4 will switch back
to impl,. Hence, the cost to the adversary would be
just SC, while A’s cost would be &k + SC + k >
3%SC. Hence, A would be worse than 3-competi-
tive.

The reason Deltais (3 + €)-competitive and not just
3-competitive is due to boundary conditions; Delta
does not always have the opportunity to switch when
it accumulates exactly SC more in cost. For instance,
in may be that impl, is active and Delta has accu-
mulated SC — 1 more in cost than it would have if
impl, had been active. The next request » may cost
itrCost = max,Cost(r, impl,) — Cost(r, impl,) more
to process in impl, than in impl,. Therefore Delta
will not actually switch until it accumulates SC +
rCost — 1 more cost in impl, than it would have in
impl,. The e term bounds the cost of these boundary
conditions.

Examples

In this section we apply the Delta algorithm to two
problems: the distributed pub/sub problem and the
data structure selection problem.

The distributed pub/sub problem. Consider a data
server that serves records from a database to many
clients. The server and each client reside on sepa-
rate nodes of the network. Each client can perform
a read or a write on the data. We assume that the
clients are independent, that is, a client reads and
writes data independent of any other client. There
is no synchronization between clients. More formally,
for any given “run,” there is a linear order in which
each client reads and writes records, but the inter-
leaving at the server of reads and writes from dif-
ferent clients is subject to various factors, and can-
not be predicted.

Each client can exist in one of two modes: either in
subscription (Sub) mode or in nonsubscription (Non-
Sub) mode. In the latter case, for each read that the
client wants to perform, it must send a message to
the server and receive a reply back. In Sub mode,
aclient caches a local copy of the database. All reads
of the database go against this local copy. In either
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case, writes must still go to the server. Upon receiv-
ing a write update from any client, the server must
inform all subscribers (even the writer of the data
if he or she is in Sub mode) of the change to the
data. This mechanism is known as “pub/sub”
(publication/subscription).

Because it is often impossible to statically predict the
read/write behavior of clients, and because their be-
havior changes over time, we consider an adaptive
pub/sub strategy that does not require a client to per-
manently use either Sub or NonSub mode, but that
can flexibly switch between these implementations
depending upon current workloads. The goal is to
find an optimal strategy for switching implementa-
tions that minimizes network traffic.

An instance of the pub/sub problem consists of a
server and m clients denoted by client; (1 =j = m).
Letr,, ---, r, be a sequence of requests where re-
quest 7; is either read; or write;, 1 = j = m, indi-
cating that client, is either reading or writing a data
record to the database. We assume that the data-
base contains p — 1 records (by database we simply
mean some collection of data items, where each item
can be read and written individually). We now focus
on how the requests related to client;,, 1 =i < m,

when in NonSub mode, are carried out.

e read;(r): This request generates a message from
client; to the server asking for record r, and a mes-
sage back from the server delivering record r.

e read,(r),j # i: This request does not concern cli-
ent; (it is only relevant to client;).

e write;(r): This request generates a message from
client; to the server asking for record r to be writ-
ten.

* write;(r), ] # i: This request does not concern cli-
ent;.

The requests related to client;, 1 =i = m, when in
Sub mode are carried out as follows.

e read;(r): Recordr is read from the cached data at
client;, thereby avoiding the need for messages to
the server.

e read;(r),j # i: This request does not concern cli-
ent;.

e write;(r): This request generates a message from
client; to the server asking for record r to be writ-
ten, and an update(r) message from the server to
client;.
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Figure 2 Cost to client; of processing requests (j #i)

Cost(writej,NonSub) = 1
Cost(writej, NonSub) = 0
Cost(readj,NonSub) = 2
)=0
)=p

Cost(readj,NonSub
SwitchCost(NonSub,Sub) =
Cost(writej,Sub) = 2
Cost(writej,Sub) = 1
Cost(readj,Sub) = 0

)=0
) =1

Cost(read;,Sub,
SwitchCost(Sub,NonSub

* write;(r),j # i: This request generates an update(r)
message from the server to client; informing it that
record r has been updated.

Switching implementations is carried out through
subscribe and unsubscribe messages.

e subscribe( ): This is shorthand for switch(NonSub,
Sub). It generates a message from client; to the
server, subscribing client; to the database, and a
message from the server delivering a local copy of
the database to client,. It puts client; into Sub mode.
unsubscribe( ): This is shorthand for switch(Sub,
NonSub). It generates a message from client; to the
server unsubscribing client;. It puts client; into Non-
Sub mode, and discards its local copy of the da-
tabase.

The cost of a request is proportional to the number
of messages it generates and their size, such that
sending a single message containing a single record
has unit cost. Figure 2 gives the costs to client; for
each of these requests.

Algorithm Delta can be applied to the pub/sub prob-
lem by monitoring each read and write request at
client;, switching from NonSub to Sub mode when
it detects that Sub mode would have processed a pre-
vious subsequence of the requests for p + 1 less in
network messaging costs than it was processed in
NonSub mode. The number p + 1 is the switch cost
of the Delta algorithm; SwitchCost(NonSub, Sub) +
SwitchCost(Sub, NonSub) = p + 1. It monitors the
requests being processed when in Sub mode and de-
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Figure 3 A read/write sequence (0) and a transformed sequence (a')

o= read, writeq, read, ready, read, readq, read, writep, writeq, readq, reado, writes, ready, read, writeo, read, read4

a'= subscribeq, localRead, writeq, updateq, localRead, reads, localRead, localRead, localRead, writeo, update,
write, updateq, localReadq, reads, writes, update, localRead, localReadq, writeo, updateq, localRead, localRead

Figure 4 The processing of sequence a by algorithm Delta

o = ready, write,, write,, write,, write,, read4, read, ready, write,, read4

Op Number x 0 1 2
Impl1Cost 0 2 2
Impl2Cost 0 0 1
Impl1Cost — Impl2Cost 0 2 1
MinDelta 0 0 0
(Impl1Cost — Impl2Cost) — MinDelta 0 2 1

cides when to switch to NonSub mode based upon
a similar calculation.

Figure 3 gives a sequence « involving two clients and
a server. For client,, Cost(a, NonSub) = 22 and
Cost(a, Sub) = 7.If p + 1 = 15, then Delta would
dictate that client, should subscribe in the course of
this sequence. «’ is the transformed sequence, if cli-
ent; were to subscribe at the beginning of this se-
quence. In this example, op; indicates that client; is
performing operation op, where op € {read, local-
Read, write, subscribe, unsubscribe}, i € {1, 2}, and
update; indicates that the server is sending an up-
date message to client,. localRead indicates a read
operation from the local cache.

There is one subtlety, however, in using Delta for
the pub/sub problem. Looking at Figure 2, we see
that Delta needs to know not only the reads and
writes done by client;, but also the writes done by
any client;, j # i. If Delta is running at client;, how
does it get this information? One possibility is to have
Delta run at the server, where all client reads and
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3 4 6 7 8 9 10
2 2 2 4 6 8 8 10
2 3 4 4 4 4 5 5
0 =i -2 0 2 4 3 5
0 -1 —2 —2 —2 —2 2 2
0 0 0 2 4 6 5 7

writes are known, and have the server tell client; when
to switch implementations. However, it may be ad-
vantageous to have the control for switching imple-
mentations located at the client, thereby providing
a more distributed architecture.

In Reference 5 we address the question “How can
Delta, running at client;, know about the write op-
erations performed by other clients without increas-
ing the number of messages that must be exchanged
between the client and the server?” In Sub mode the
issue does not exist, as the client can infer this from
the number of updates messages it receives. In Non-
Sub mode, it is required that the server piggyback a
count of the total number of write operations it has
received on the reply to each read request by client,.

Figure 4 illustrates the processing by Delta of se-
quence « involving client , client,, and a server. The
value of the counters as well as the intermediate com-
putations at client, (in NonSub mode) are shown, as
calculated by Delta (cf. Figure 1). In Figure 4, impl,
is in NonSub mode while impl, is in Sub mode.
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The adaptive data structure selection problem. Of-
ten an application chooses a data structure that is
optimized for particular requests. When different
types of requests require different data structures,
either duplicate data structures are maintained, or
a single data structure is used, chosen presumably
for the most frequent type of requests. Consider, for
example, a set of records S that has two possible keys,
i; and i,. (My bank allows me to identify myself ei-
ther by my social security number or by my account
number.) Let Comp be the component that encap-
sulates all operations on S. Comp may support many
types of requests that operate on this set, but all of
these requests can be categorized as either of type
ry, for requests using key i, or of type r,, for re-
quests using key i,.

One strategy is for Comp two create two index ta-
bles for S, one using key i; and one using key i,.
Each index table is implemented as a dictionary,®
allowing one to perform the usual operations of find-
ing, inserting, and deleting elements. But this strat-
egy may not always be feasible, because there may
not be sufficient capacity for storing both indices (e.g.,
a pervasive device), or the overhead in maintaining
these two separate indices may be too high. In such
cases, we can support two implementations, one that
uses key i, and one that uses keyi,. Algorithm Delta
is used to dynamically decide when to switch between
these implementations. In Reference 5 we present
a more complete discussion on the use of Delta in
this context.

Competitiveness

For any two-implementation-component problem,
let SC, = SwitchCost(impl,, impl,), SC, = Switch-
Cost(impl,, impl,), and let SC be the round trip
switching cost SC = SC; + SC,. Given request r
let

reqCost = max,|Cost(r, impl,) — Cost(r, impl,)|.

Let € = 2xreqCost/SC. In this section we prove the
following theorem:

Theorem 1: Algorithm Delta is (3 + €)-competitive
for any two-implementation-component problem.

Note that when the cost of processing a single re-
quest is significantly less than the cost of switching
implementations, then € << 1 and Delta is close to
optimal.

IBM SYSTEMS JOURNAL, VOL 42, NO 1, 2003

Proof: Consider any sequence « processed by Delta.
a can always be viewed as consisting of recurring seg-
ments of the form w = B, switch(impl,, impl,), v,
switch(impl,, impl,), where B and vy are sequences
of requests, during processing of 3 impl, is active,
and during processing of yimpl, is active. Note that
B and <y contain no switch statements. Without loss
of generality, we can assume that 3, y # ) () is the
empty sequence). We will maintain the following in-
variant:

Invariant: At the start of processing of an w segment,
for any algorithm processing this sequence, either
impl, is active or impl, is active and there is a debt
of SC,. By “debt” we mean that if, at the start of
processing of a segment wimpl, is active, then a cost
SC hasaccrued in a preceding segment that has not
yet been charged to the algorithm. Initially we know
this is true because we assume that all algorithms
start in impl, mode.

Let r be the last request in 8. Note that Cost(r,
impl,) = Cost(r, impl,) + reqCost. There are two
properties of note regarding the cost to any algorithm
of processing the B8 portion of segment w.

Property 1: Let A be any algorithm that processes
B with impl, active at both the start and the end of
the sequence, and switching between implementa-
tions any number of times in between. Then Costz*
> Cost(B, impl,) — reqCost; that is, at most reqCost
is gained by switching back and forth during the pro-
cessing of B. To see why this is true, consider the
case when A switches only once; say, A makes impl,
active during B, impl, active during 3,, and impl,
active during B;, where B = 3, B,, B3. Assume that
B, # €, otherwise this is trivially true. If B; # () then
Cost(B,, impl,) + SC > Cost(B,, impl,), otherwise
Delta would have switched to impl, before or at the
end of processing 3,. If B; = () then let B; be the
prefix of B, with one operation (r) removed from
the end of B,. Then Cost(B5, impl,) + SC >
Cost( B4, impl,) since Delta did not switch implemen-
tations before completing the processing of 8. Since
Cost(r, impl,) = Cost(r, impl,) — reqCost, we have

Cost(B,, impl,) + SC
= Cost(Bj, impl,) + Cost(r, impl,) + SC
> Cost(B), impl,) + Cost(r, impl,) — reqCost
= Cost(B,, impl,) — reqCost

Hence,
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Costy" = Cost(B,, impl,) + Cost(B,, impl,)
+ Cost(Bs, impl)) + SC
> Cost(B, impl,) — reqCost

A similar argument applies to any algorithm that
switches multiple times back and forth between im-
plementations during (8. This completes the proof
of Property 1.

Property 2: For any f3,, B, such that B = 3,,,

Cost(B, impl,) < Cost(B,, impl,)
+ Cost(B,, impl,) + SC + reqCost

That is, it costs at most SC + reqCost more to pro-
cess B when impl, is active than processing part of
it when impl, is active and the rest when impl, is ac-
tive. If B, = (), this is trivially true. So assume that
B, # Q and let B5 be the prefix of B, with one op-
eration (r) removed from the end of $3,. Then

Cost(B,B;, impl,) < Cost(B,, impl,)
+ Cost(Bj, impl,) + SC

since Delta did not switch implementations before
completing the processing of 8. Since

Cost(r, impl,) = Cost(r, impl,) + reqCost,
we have

Cost(B, impl,)
= Cost(B,B5, impl,) + Cost(r, impl,)
< Cost(B,, impl,) + Cost(B, impl,) + SC
+ Cost(r, impl,) + reqCost
= Cost(B,, impl,) + Cost(B,, impl,)) + SC
+ reqCost

This completes the proof of Property 2.

Letl, = Cost(B, impl,) — SC — reqCost. Now we
determine the cost to any adversary algorithm Adv
of processing B by examining the four cases A
through D.

A: Adv starts with impl, active and ends with impl,
active. If it never switches implementations, its
costis/; + SC + reqCost. Otherwise, say that
it switches from impl, to impl, and back to impl,
during . By Property 1, this can only decrease
its cost by reqCost, so its cost is at least /; + SC.
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Switching multiple times will not further decrease
its cost.

B: Adv starts with impl, active and ends with impl,
active. By Property 2, if it switches only once then
it may save at most SC + reqCost over the cost
of processing 8 entirely in impl, but incurs a cost
of SC, in switching implementations. Hence, its
costisatleast/, + SC,. Switching multiple times
in processing B will not decrease its cost any fur-
ther.

C: Adpy starts with impl, active and ends with impl,
active. If Adv does not change modes at all dur-
ing this phase, then by Property 2 the cost to Adv
is at least/, to process 3. However, according to
the Invariant, there is a debt of SC, to Adv, since
it starts B with impl, active. We remove that debt
and charge it to this phase of the algorithm.
Hence, Adv will have at least the cost of [, + SC,.
By an argument similar to Property 1, by chang-
ing its mode during the processing of this se-
quence, Adv will not decrease its cost any fur-
ther.

D: Adv starts with impl, active and ends with impl,
active. This is similar to the preceding case, ex-
cept that it has an additional cost of SC, for
switching to impl,. Hence, its cost is at least /| +
SC, + SC, =1, + SC.

Now consider . Letr’ be the last request in y. Note
that

Cost(r', imply)) = Cost(r', impl,) + reqCost

The two properties stated above for 8 have analogs
in processing vy (we omit the proofs as they are sim-
ilar to those given above).

Property 3: Let A be any algorithm that processes
v by initially starting with impl, active, ending with
impl, active, but switching between implementations
any number of times in between. Then Cost;* >
Cost(vy, impl,) — reqCost.

Property 4: For any vy, v, such that y = v,y,,

Cost(y, impl,) < Cost(vy,, impl,)
+ Cost(vy,, impl,) + SC + reqCost

Letl, = Cost(y, impl,) — SC — reqCost. Now we
use Properties 1 through 4 above and determine the
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