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We propose a new mode of multiple 
encryption-triple-DES  external feedback 
cipher  block  chaining  with  output feedback 
masking.  The aim is to provide  increased 
protection  against certain attacks (dictionary 
attacks and  matching  ciphertext attacks) 
which  exploit the short  message-block  size of 
DES.  The new mode  obtains  this protection 
through the introduction of secret masking 
values that are exclusive-ORed  with the 
intermediate  outputs of each triple-DES 
encryption  operation.  The  secret  mask  value  is 
derived  from a fourth encryption  operation  per 
message  block, in addition to the three used  in 
previous  modes.  The new mode is part of a 
suite  of  encryption  modes  proposed  in the 
ANSI X9.F.1 triple-DES draft standard (X9.52). 

Introduction 
When  the  Data  Encryption  Standard  (DES) was adopted 
as  a federal  standard in 1977 [l], its  expected life was 
ten years. Nineteen years later, in 1996, the  DES is still 
“going strong,”  and it continues  to have a strong base of 
support within the financial community. The  DES is a US.  
national  standard  and a de facto international  standard.  In 
1993, the  DES was recertified by the  National  Institute of 
Standards  and Technology (NIST)  for  another five years, 
although  rumors persist that  NIST may not recertify the 
DES again. During this  time, no efficient attack against 

the  DES  has  been  reported,  although several attacks 
based  on exhaustive key search have been published 
[2-51, as well as attacks  (differential cryptanalysis  [6] and 
linear cryptanalysis  [7]) requiring massive amounts of 
known plaintext and  corresponding  ciphertext.  (Linear 
cryptanalysis requires knowledge of 243 plaintext/ciphertext 
pairs, fewer than  the 25h trial  encipherment  required  for 
key exhaustion,  but more difficult to  arrange,  because 
these 243 blocks  must be  enciphered  on  the  target machine 
in possession of the  secret key. Differential cryptanalysis 
is less efficient. Some discussion is found in [8].) 

Exhaustive key search  remains  the  fastest known attack 
against the  DES. But improvements in technology, leading 
to  the  potential  for  faster key search  machines, now pose 
a greater  threat  to  the use of single-key DES.  The  use of 
triple encryption with multiple keys is generally accepted 
as the best and most practical  method  for increasing the 
strength of the  DES against key search attacks. It also 
guards against linear  and  differential cryptanalysis.  Much 
effort has gone  into  attempted cryptanalysis of multiple 
DES”4 [9-121. Because the  DES is still  a fundamentally 
sound base on which to build, the  American  National 
Standards  Institute  (ANSI)  committee X9.F.1 is working 
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