F. J. Aichelmann, Jr.

Fault-Tolerant Design Techniques for Semiconductor Memory
Applications

Advances in semiconductor memory technology towards higher-density and higher-performance memory chips have created new
reliability challenges for the memory system designer. An example would be the multiple-bit-per-chip organization with the chip
outputs used in the same word. This design structure would be prone to uncorrectable errors with conventionally implemented
single-error-correcting double-error-detecting codes. With these newer chips, memory system designers will have to give special
attention not only to the types of failures but to ways of minimizing the system impact of reliability defects. In this paper, a number
of design approaches are presented for minimizing the effects of chip failures through the use of organizational techniques and
through enhancements to conventional error checking and correction facilities. The fault-tolerant design technigues described are
compatible with most existing memory designs. An evaluative comparison of these techniques is included, and their application

and utility are discussed.

Introduction

Computer memory chips containing 65 536 (64K) bits are
now quite common, and chips of even greater bit densities are
becoming available. In addition, each new computer system
generation has seen a substantial increase in the number of
memory chips used with a corresponding significant increase
in memory capacity. However, larger-capacity memory sys-
tems utilizing higher-density memory chips are more suscep-
tible to failures. This paper describes several of the most
effective fault-tolerant design techniques useful in minimizing
the consequences of these failures upon using systems. The
primary objectives are to significantly reduce the sensitivity to
defects (by minimizing the probability of their accumulation
into failures, which can become uncorrectable errors), and to
provide mechanisms for keeping the memory system operat-
ing once the failures exceed the capabilities of conventional
single-error-correcting double-error-detecting (SEC-DED) er-
ror checking and correction (or error-correcting code—ECC)
facilities [1].

The defect types that can occur for random-access memo-
ries of the dynamic MOSFET one-device-cell type [2, 3] can
greatly influence the types of error control code selected as
well as the amount of memory affected by these failures. The
most common types of defect faults include the single-cell,
word-line, bit-line, and chip-fail categories. In addition to these
hard faults, this type of memory has been susceptible to soft

failures caused by alpha-particle radiation [4], with a failure
probability higher than the basic intrinsic chip failure rate. In
order to minimize the consequences of these hard and soft
error mechanisms, designers must take into account the inter-
action between the using system, the error checking and
correction facilities used, and the chip configuration and as-
sociated memory organization. The incorporation of ECC
logic for improving product reliability has been commonplace
since the introduction of the IBM System/370 computers.
Increased chip densities and multiple-bit-per-chip organiza-
tions have resulted in more complex designs, increasing the
challenge to the designer [5]. Special attention has been placed
on adapting serial coding techniques (e.g., Fire codes [6]) to
random-access memories to help improve error control ca-
pabilities [7, 8].

The particular system maintenance strategy used can play
an important role in fault tolerance because it can allow the
physical replacement of failures to be deferred and to accu-
mulate to a selected threshold. To minimize the system sen-
sitivity to uncorrectable errors (UEs) when soft error rates are
high, memory systems employ “scrubbing” [9, 10] of detected
errors by correcting and rewriting into the same location.
Scrubbing consists basically of the periodic reading and cor-
rection, if required, of the data stored at a// memory addresses.
(Additional details concerning the scrubbing operation are
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