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Abstract

Reporting the matching performance of biometrics
identification or authentication systems is a controver-
sial issue and perhaps an issue that is not well un-
derstood. It seems apparent that False Reject Rates
and False Accept Rates are the measurements to ex-
press system accuracy. The size of the database of
biometrics signals which is used to obtain estimates
of the error rates is another important parameter that
should be reported along with the error estimates. This
database size can be used to compute confidence inter-
vals of the error rates. Further, some indication of the
quality of the fingerprint impressions should also be
given. This paper develops bootstrap confidence inter-
vals for estimating the accuracy of the error estimates
and bootstrap techniques for indicating the quality and
diversity of the prints in the database. The size of the
database is also related to the accuracy of the error
estimates. Results of our experiments on a sample fin-
gerprint database is reported.

1 Introduction

A biometrics signal is a pattern and authenticating
a person with a fingerprint or other biometrics is in
essence an issue of hypothesis testing. Let the stored
fingerprint be presented by template P’ and the ac-
quired fingerprint by P. In terms of hypothesis testing,
we have

Hy: P =P the person is genuine
H,: P +# P, theperson isanimpostor.

Often some similarity measure s = Sim (P, P’) is
defined and Hy is decided if s > T and H; is decided
if s < T. Then, deciding Hy when H; is true gives a
false accept and deciding H; when Hy is true results
in a false reject.

False Accept Rates (FAR) and False Reject Rates
(FRR) are important intrinsic characteristics of a
matcher. Given a matcher, in theory the FRR and
FAR could be determined analytically. For instance,

in fingerprint authentication scenario, if all the sources
of noise, such as sensor noise, feature noise and dis-
tortions between pairs of matching finger templates
can be modeled then the error rates can be computed.
Probably the most difficult issue here is the sources
of noise introduced by imaging of the type of fingers
found in the target population. Clearly, it is impossible
to model all noise sources and one has to use statisti-
cal techniques to estimate the error rates. It is impor-
tant to remember then that the reported error rates are
estimates of the true error rates, and just that.

Statistical performance evaluation of biometrics au-
thentication or identification systems in terms of FRR
and FAR is a difficult issue, if addressed at all. All too
often, error rates are not or poorly reported, or, worse,
the systems are claimed to be 100% accurate. At least,
the Equal Error Rate (where FRR = FAR) should be
reported, but it is more desirable to report system ac-
curacy with a Receiver Operating Curve (ROC) [1, 2].
This is a graph that expresses the relation between
FRR and FAR when the matching threshold T" is var-
ied. However, the ROC in itself does not mean much.
The database size of fingerprint impressions that is
used to compute these statistics should be reported.
Here, some indication of the quality of the impressions
should be given, e.g., the conditions under which the
prints are collected and a description of the subjects
who are used for acquiring the database. Finally, it
should be reported how accurate the estimates of the
above statistics really are. Here, the accuracy of the
estimates depends on the database size—the larger the
size, the more accurate the estimate. (Other methods
for evaluating authentication systems can be found in

[4D.

All the above issues can be addressed by comput-
ing confidence intervals both on distributions and on
distribution parameters. We use bootstrap techniques
[3, 5] which lend themselves particularly well to com-
puting confidence intervals to develop techniques for
indicating the accuracy of biometrics systems.



In this paper, we describe a bootstrap-based tech-
nique for computing confidence intervals for system
evaluation. Section 2 describes bootstrap technique
and introduces the definitions used in this paper. Pro-
cedures for evaluating the validity and accuracy of
the error estimates for biometrics-based authentication
systems are presented in section 3. Results of our ex-
periments are analyzed in section 4 and conclusions
are presented in Section 5.

2 Performanceevaluation and the
bootstrap

With fingerprint as an example biometrics, we intro-
duce the performance evaluation and bootstrap tech-
nique for computing confidence measures. It can
be easily extended to other biometrics-based authen-
tication systems. To evaluate a fingerprint authen-
tication system, a set of matching fingerprint pairs
Mgy = {ai1,...,am} and a set of non-matching pairs
M; = {b1, ..., b, } needs to be acquired. Here m < n
because collecting prints from subjects always results
in more non-matching than matching pairs. (From this
it immediately follows that the FAR can be estimated
more accurately.) Matching these sets of pairs results
in m scores of matching fingers and » scores of non-
matching fingers. We denote these sets of scores by
X ={X1,..Xmtand Y = {¥3,..., Y, }, respec-
tively.

Let us concentrate on the set X and assume that this
is a sample of m numbers drawn from a population
with distribution F. That is, F(z) = Prob (X < z),
with z being any real number. The function F' is
the probability distribution or cumulative distribution
function of match scores s of matching pairs. We can
study this sample X in order to estimate a certain char-
acteristic, 6(F'), associated with F'. Just as the distri-
bution function F of matching scores, the distribution
of 8(F) is of unknown form. A statistic, T = T(X)
may be used to estimate 8( F') from the data X. (Here
we assume that 7" is unbiased.)

What is needed then is a measure of the statistical
accuracy of the point estimator T'(X). This because, in
general, the estimator T' = T'(X) is not equal to 6(F)
and we would like to get some idea of the statistical
properties of the error T(X) — 8(F). In other words,
we are interested in how much importance should be
given to 7. One way to achieve this is to compute the
(1—a)100% confidence interval for T'(X) in the form
[*(/2), ¢"(1—c/2)] where ¢*(a/2) and ¢* (1—a/2)
are the o/2 and 1 — «/2 quantiles of Distr(z) =
Prob (T'(X) < z). The bootstrap principle then pre-
scribes sampling with replacement the set X B times,
amounting to the sets Xr,7 = 1, ..., B and calculat-
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ing many estimates T = Tx(X7),7=1,...,B. The

bootstrap then amounts to what essentially is a count-
ing exercise. Probability distributions can be com-
puted by counting the percentage of estimates 7™ that
are smaller than z; quantiles ¢* can be computed by
determining the value = for which a percentage ¢* of
the T is smaller than .

In this paper, we are interested in estimating the
probability distribution F'(z) at some point z,, that is,
a characteristic of F, 8(F) = F(z,). Here we have
to do the best with what we have, i.e., the observed
sample X = (X1, ..., X,»), since we do not have the
whole population X. The sample population X has
distribution ', which is called empirical distribution
and is defined as
S iXKi<a)= S(#Xi<a)

=1

A 1

F(z) = —

which puts equal mass 1/m at each observation z;.
What we are interested in is 6(F') = F(z,), butall

that we can obtain is an estimate F(z,). This esti-

mate is itself a random variable which has distribution

é’(y) =Prob (Y < y) = Prob (F(z,) < y). We

can obtain a bootstrap confidence interval for #(z,)

by sampling with replacement from X as follows.

1. Calculate the estimate #(z,) from the sample X.

2. Resampling. Create a bootstrap sample X* =

{X7, ..., X5} by sampling X with replacement.

3. Bootstrap estimate. Calculate £*(z,) from X*.

4. Repetition. Repeat steps 2-3 B times (B large), re-

sulting in Fy (z,), F¥(z,) ... F5(z,).

The distribution G* of F'(z,) is then given by

&) = 5 S UEN ea) <) = G(#F () <)

=1

To obtain a bootstrap estimate of a confidence in-
terval of F'(z,), we sort the bootstrap estimates into
increasing order to obtain £y (zo) < Fp(zo) <
. < Figy (). A (1 — @)100% bootstrap confidence
interval is then (F7; \(z,), F(g,)(x,)), where ¢ =
| Bae/2] the integer partof Ba/2 and g2 = B—q1+1.

The bootstrap supplies very powerful methods for
estimating the distribution of estimates of parameters
or characteristics of unknown distributions. This, in
turn, supplies estimates of confidence intervals. In the
following section we give some examples of the power
of the bootstrap for evaluating fingerprint matching
scores.

The bootstrap is valid for i.i.d. samples. Clearly,
in many cases with small numbers of mated pairs, the
fingerprint data may not be identically distributed; in
other cases the data may not be independently dis-
tributed. The issue of not identically distributed or
weakly dependent data can be addressed [3]. For the
moment we assume that the i.i.d. assumption is true.
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Figure 1: Image quality plots.

3 Procedures

In this section, procedures are proposed for evaluating
the validity and accuracy of the error rate estimates of
biometrics classifiers. We further discuss some tools
for analyzing the properties of the fingerprint set that
is used for error rate estimation. This is an attempt
to characterize fingerprint test sets in terms of “diffi-
culty,” and to characterize such sets for different kinds
of populations.

For this purpose, we collected four samples of each
finger and two fingers for 150 persons. That forms our
data set for the experiments described below.

Test set characterization

Although automatic quality assessment of a finger-
print image is highly subjective, average quality of
the fingerprint images in a data set is a practical in-
dex for comparing two data sets. Still a better method
is to compute the histogram of image quality for the
test dataset with respect to a known standard public
database. Several distance measures can be used to
find the distances between two histogram of image
qualities. We plot the quality of 600 NIST 9 database
images as the standard reference data set. The his-
tograms of the two datasets (i.e., NIST 9 and the test
dataset) are shown in Fig. 1.

There are several other methods of characterizing
the test set. For example, if we have ¢ = 1,..., N
subjects and ;7 = 1,..., M fingerprints per subject,
we can generate m < M (M — 1)/2 matching scores
S; = {s41, 8i2, .-, Sim } per individual. Now, for each
subject 7, we compute bootstrap estimates for the mean
wand o, aF and &7 respectively. Additionally, confi-
dence intervals [, 4] and [, 6;] can be estab-
lished.

A graphical analysis of i versus &, and z versus the
i confidence interval and the & (as shown in Fig. 2)
confidence intervals will show how the quality of the
fingerprints of the individuals is distributed.
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Figure 2: Mean vs. Standard deviation plot for the test
data.

An ideal matcher will generate perfect scores with
zero standard deviation for all matching pairs. In prac-
tice, poor quality matched pairs resultin smaller scores
and a significant spread in the matched scores. The
spread itself may be caused by due to poor imaging
conditions and/or inconsistent impression to impres-
sion variation. A statistic (e.g., > £) could character-
ize the quality of the database.

Theequal error rate

Given m matching scores and n scores non-
matching pairs, we have an empirical distribution for
the matching scores F(s) and an empirical distribu-
tion G(s) for the non-matches. The EER is given
by s’ with (1 — G(s')) = F(s'). From this we
can put confidence intervals on the FAR and FRR
at the EER, denoted FAR.. and FRR... That is,
[(1—maxG*), (1—min G*)] is the confidence interval
for FAR.., while [min £, max F*] is the confidence
interval for FRR... The EER for the test data set is
shown in Fig. 3.
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Figure 3: FAR vs. FRR and the Equal Error Rate point
with confidence boxes for the test data set with 1000
bootstrap iterations.



Receiver operating curves

Similarly as for the confidence interval for the FAR
and FRR at the EER, confidence intervals for both
rates can be computed for any s = T'. Hence, it is
possible to plot ROC with a horizontal confidence in-
terval for each FRR and a vertical confidence rate at
each FAR. A sample ROC for the test data set is shown
with 1000 bootstrap iterations in Fig. 4.

Characterizations in Fig. 3 and Fig. 4 not only de-
pict performance of the system but also give an idea
of how much variation in the performance is to be ex-
pected. A large variation in performance generally in-
dicates poor sampling and/or poor matching model.
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Figure 4: ROC with confidence boxes for the test data
set with 1000 bootstrap iterations.
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Figure 5: Confidence regions with increase in the num-
ber of samples in the test data. 25, 50, 100, and 150
fingerprints were randomly selected from the test data
and error distributions were estimated from each sam-

ple using 1000 bootstrap iterations.

4 Reaults

As noted earlier, for the FAR, we have many more
points. Hence the confidence region is narrow for
FAR. For FRR, we always fewer samples than the
mismatched pairs. Hence, the confidence regions are
wider. As the number of samples increases, the con-
fidence regions at a threshold asymptotically reaches
the true confidence region achievable with the dataset.
This is shown in the Fig. 5. The confidence prescribed
by a given application dictates the number of samples
to be used for evaluation.

5 Conclusions

Bootstrap techniques give powerful ways to develop
confidence intervals and to perform hypothesis testing.
The beauty of these techniques is that they are com-
pletely non-parametric. That is, no assumptions have
to be made about the underlying forms of distribution
functions.

We have used bootstrap techniques to establish two
important goals. First, we use the bootstrap to esti-
mate parameters of distributions of matching scores
from collections of matches from a single person. This
allows us to graphically view these distributions which
gives insights into the complexity of the test sets of fin-
gerprints. Secondly, we develop bootstrap techniques
to put confidence intervals (or upper and lower bound)
on distribution functions. We apply this to the distribu-
tion of genuine persons (matches) and intruders (non-
matches). This allows us to determine confidence in-
tervals for equal error rates and for receiver operating
curves.
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