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Abstract

Fingerprints havebeenusedto identify peoplefor several decadesWith the adventof low costinkless
ng erprint scannes and the amplecomputepoweravailablein client workstationsbiometricsin geneal,
and ng erprintsin particular, are beingconsideedfor manysecue authenticatiorapplications.LotusNotes
is a groupwae productsupportinge-mail,calendarmanayementwork ow, and,perhapsmore importantly
(shared) databaseaccessand manajement. Becauseof this wide spectrumof capabilitiesthat allows true
collaborative computing privacy and securityare of primary importancein sud groupwae applications.
LotusNoteshasa strongreputationin thisregard. In this paper wedescribethearchitecture of a systenthat
integratestheintrinsic high securityof Noteswith the corvenience®f ngerprintsfor clientauthentication.
We discussseveral designchallengesthat hadto be addressedo achieve a successfuproductlevel system

designanddevelopmentA demoof the nished systemis alsoavailable

1 Intr oduction

Securityis critical in mary applicationmoresoin groupwareapplicationghatinvolve work groupsandmultiple
users.Therearefour primaryissuegelatedto security:

Integrity: Theinformationis accuratecompleteandconsistentWhentheinformationis transmittecover
anetwork it remainsunchanged.

Privagy: Theinformationis accessibléo only thosewho areauthorized.Whentransmittednformation
overanetwork it is accessibléo the sendeandtherecever only.

Authenticity: Therecever is assuredhattheinformationwastruly createdby the sendeior the speci ed
author Similarly, the sendeiis assuredhattherecever is genuinelywho sheor he claimsto be.

Non-repudiationThetransactocannotdery thattheinformationwascreatedr sentby heror him.

For critical applicationssuchashealthcareand nances,all four of thesesecurityissuesareimportantand
needto be carefully addressedOnly authorizedusersshouldhave accesgo the applicationsandrelateddata.
For eachparticularapplicationor databasetypically an“accesscontrollist” of authorizeduserswith different
authorizationlevels for eachuseris speci ed. In more centralizedapplicationsaccessontrolis handledby
eithera traditionaluserid/passard, or other more sophisticatecccesontrol mechanismsuchasone-time
password generatoror smarttokens. However, when applicationsare distributed over seseral geographical
regionsandover multiple vendorbasedsenersinterconnectethroughpublic networks suchasthe Internetthe
taskof securingapplicationsanddatabecomesxtremelycomplex. Additionally, the maintenancef userlDs

1



and passwrds alsobecomesn intricate problem,especiallyin view of the abose-mentionechon-repudiation
issue.

In themodernnetworked society thereis anever-growving needto positively determineor verify theidentity
of apersonWhereauthorizatioris necessarjor anaction,beit picking up a child from daycareor boardingan
aircraft,this authorizatioris usuallyvestedn asingleindividual or a classof individuals. Therearea numberof
methodsof verifying identity thathave beenadoptedby societyor automatedsystems.Thesearesummarized
in Tablel1. The existing methodscanbe groupedinto threeclasseg13]: (i) possessionévhatyou have); (ii)
knowledge(whatyou know); and,(iii) biometrics(uniquepersonatraits).

Biometricsis the scienceof identifying or verifying the identity of a personbasedon physiologicalor
behaioral characteristicsPhysiologicalcharacteristicinclude ngerprints andfacialappearanceBehavioral
characteristicare actionscarriedout by a personin a uniqueway. They include signaturesand voiceprints,
thoughtheseare naturally dependenbn physicalcharacteristicas well. It is importantthat the behaioral
characteristicenustbe insensitve to variationsdueto the stateof health,mood of the user or the passagef
time. Similarly, the measuregbhysiologicalcharacteristicshouldremainconstanbver time.

Often,thethreeidenti cation methodsn Tablel areusedn combination.Thepossessionf akey is aphys-
ical corveyor of authorizationa passverd plusauserlD is a purelyknowledge-basedethodof identi cation;
anATM cardis apossessiothatrequiresknowledge(PIN) to carryoutatransactiona passports apossession
thatrequiresbiometricveri cation (passporphoto).

Early automatechuthorizatiorandauthenticatiomethodgeliedonly on possessionandknowvledge. There
areseveral well-knowvn problemsassociateavith thesemethodsthat restricttheir useandthe extentto which
they aretrustworthy. Theproblemis thatthesemethodsyerify attributesthatonly indirectlyindicatethepresence
or absencef a given person.Mostimportantly the problemsare: (i) possessionsanbelost, forgedor easily
duplicated;(ii) knowledge can be forgotten; (iii) both knovledge and possessionsan be sharedor stolen.
Consequentlyrepudiationis easy Thatis, it is easyto dery thata given personcarriedout an actionbecause
only thepossessionr knowvledgeis checled andthesearelooselycoupledto the persons identity. Clearly, this
is unacceptablén applicationssuchas high-securityphysicalaccessontrol, bankaccountaccessand credit
cardauthentication.

Thescienceof biometricsprovidesanelegantsolutionto theseproblemsoy positively verifying theidentity
of theindividual. For contemporanapplicationshbiometricauthentications automatedo eliminatethe needfor
humanveri cation, andanumberof new biometricshave beendeveloped takingadwantageof increasingunder
standingof the humanbody andhumanactions,andadwancesn sensingtechniqueg8]. Newer physiological
biometricauthenticationechnologieghat have beendevelopedincludeiris patternsretinalimages,andhand
geometrynewer behaioral biometricstechnologiegalthoughstill very muchin theresearclstage)aregaitand
keystrole patterns.The rst stepin anautomaticbiometricsis enrolimentof the user(like theregistrationof a
passwerd). After this, theusercanbeaveri ed mary times.

In this paper we describethe architectureof a biometrics-basedecureauthenticatiorimplementatiorfor
Lotus Notes— a groupware productthat supportse-mail, calendarscheduling,and distributed databasenan-
agement.ln particular we addresghe issuesof integratinga ngerprint-basedauthenticatiorschemewith the
existing securityinfrastructure.Contraryto whatmay be the commonbelief, onecannotjust install ary com-
mercially available ngerprint veri cation systemandre ect the securityfeaturesin the application. We will
discusghesubtleissuesnvolvedin integrationanddemonstrateur solutionsto variousproblems For instance,
onehasto beparticularlyconcernedvith thesecurityof the ngerprint templatesswell asusabilityissuessuch
asanauto-detectiomwf the nger onthescanneandmultiple nger-basedenrollmentsFurthermorea dynamic
selectiorschemdor decidingathresholdior matcheiscoreis incorporatedo overcomevariability in thequality
of ngerprints actuallyobtainedunder eld conditions.Thetamgetapplication,Notes,alsocomeswith its own
speci ¢ setof problems. Oneis thatthe systemallows simultaneousccesdrom differentclientsaslong as



| Method | Examples Comments \

Whatyou know UserlD, password, PIN | Canbeforgotten

Easilyshared

Mary passwrdsareeasyto guess
Whatyou have Cards,badgeskeys canbelostor stolen
Easilyshared

Canbeduplicated

Whatyou know andwhatyou have | ATM + PIN PIN is aweaklink

Writing PIN oncard
Easilyshared

Whatyouare Fingerprint face,... Non-repudiableauthentication

Tablel: A catgyorizationof identi cation technologies.

theusedID le is residenton the connectedvorkstation. This poseda nen problemin the overall designand
we describehe control o w of the solutionwe adoptedo overcomethis dif culty . A successfuproduct-leel
demois availablebasednthedescribedlesign.

The paperis organizedas follows. A genericbiometrics-base@duthenticatiomapproachis presentedn
Section2. Section3 describeghe baseline ngerprint technology Section4 providesa brief introductionto
LotusNotes.In Sectionb, theintegrationissuesareenumeratedyhile speci ¢ stepamplementedn our design
arediscussedh Section6. We give conclusionsn Section?.

2 Pattern recognition-basediometrics systems

We canmodelbiometricsystemasa genericpatternrecognitionsystemasshavn in Figurel. Theinputsubsys-
temconsistof aspecialsensoneededo acquirethe biometricsignal. Reliableacquisitionof theinputsignalis
achallengdor sensomdesignersespeciallyin light of varyingervironmentalsituationsaswell asinterpersonal
andintrapersonaVariations.Thesignalin its raw form containsthe requiredidentifying information, but often
hiddenamongmuchirrelevantinformation. Invariantfeaturesare extractedfrom the signalfor representation
purposesiuring featureextraction(seeFigurel). In the enrolimentprocessa representatioficalledtemplate)
of thebiometrics basednthesefeaturesijs storedby the system.The matchingsubsystenin Figurel, accepts
thequeryandreferencaemplatesandreturnsthe degreeof matchor mismatchasascore,.e.,asimilarity mea-
sure.In a nal decisionstep,this scoreis comparedo a decisionthresholdto declarethe comparisora match
or mismatch.

The overall performanceof sucha systemdependson the performanceof eachof the subsystemsin ad-
dition, the systemdesignethasto focuson ef cient storageandretrieval aswell aserrorfree transmissiorand
possibleencryptionanddecryptionof theresultandintermediatesignals.

To assesshe performanceof a biometricsystemwe analyzeit in a hypothesis-testinffamework. Let
and denotebiometrics,e.g.,two ngers (identities—diferene identitiesor the sameidentity). Further let the
storedbiometricsampleor templatebe pattern andthe acquiredonebe pattern . Then,
in termsof hypothesigesting,we have the null andalternatve hypothesesgespectiely:

(1)
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Figurel: Thestagesn agenericbiometricssystem.
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Figure2: Impostorandgenuinedistributionswith classi cationerrorde nitions.

Typically somesimilarity measure isdenedand s decidedtrueif while is
decidedrueif ,with  adecisionthreshold.(Somesystemaisethe opposite:adistanceor dissimilarity
measureWithoutlossof generalitywe assume similarity measurehroughout.)Themeasure is alsoreferred
to asascoe. When , isreferredto asamatd scoeand and arecalledamatedpair or matthed
pair. When , isreferredio asanon-matb scoeand and arecalledanon-matedair.

A measureof “goodness” (d-prime)of a matchercanbe de ned in termsof parametersf the PDFsas

[4]:
(2)

This measuravasoriginally developedto measurghe separabilityof two normal(or atleastsymmetric)distri-
butions. Thismeasurés ne if oneinsistson a singlenumberthatexpresseshe quality of amatcherwe prefer
theuseof ROCsasdescribedelow.

For expressiorl, deciding when istruegivesa“falseacceptance.Similarly, deciding  when
is trueresultsin a “falserejection. The FalseAcceptRate(FAR) (proportionof non-matedpairsresultingin
falseacceptanceandFalseRejectRate(FRR) (proportionof matedpairsresultingin falserejection)together
characterizeghe accurag of an authenticatiorsystemfor a given decisionthreshold. The Equal Error Rate
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Figure3: Recever OperatingCurve (ROC).

(EER)is the point at which threshold( ), whereFRR = FAR, i.e., wherethe areasmarked underthe two
curvesin Figure2 areequal.

Ratherthanshawving the error ratesin termsof probability densitiesasin Figure2, it is moredesirableto
reportsystemaccurag in termsof a Recever OperatingCurve (ROC) [5, 14]. A ROC is a mapping

asshavnin Figure3. Notethatin atypicalrecognitionsystemall theinformationcontainedn the PDFsis also
containedn the ROC. The ROC just moreexplicitly shawvs thetradeof betweerFAR andFRR asthe decision
thresholds varied(the systemcanoperateat ary pointalongthecurwe).

3 Automated Fingerprint Identi cation Systems

Fingerprintscould be calledthe “mother of all biometrics”and, certainlyarethe mostwidely usedbiometric.
Theadwancein inkless ngerprint-scanningechnologycoupledwith the exponentialincreasen processoper
formance hastaken ngerprint recognitionbeyond criminal identi cation applications.Consequentlycivilian
applicationsuchasaccesgontrol,time andattendancé&acking,andcomputemuserlogin arequickly emeging.

Overthelastdecademary novel techniquesave beendevelopedto acquire ngerprints without the useof
ink. Thesescannergareknown as'li vescan” ngerprint scannersThebasicprincipleof thesanklessmethodss
to sensdheridgesona nger, whicharein contactwith thesurfaceof thescannerCurrentlylivescaracquisition
systemsarebasedn four technologytypes:

Frustrated total internal re ection (FTIR) and other optical methods(e.g.,[6]): Thistechnologyis
by fartheoldestlivescarmethod.A cameraacquireghere ectedsignalfrom theinnersurfaceof aprism
asthesubjecttouchegheoutersuriace.Wherethereis no contactall thelight is re ected off thesurface.
Wherecontactoccurssomelight leaksout dueto a similar index of refraction.A typical areaof

is convertedto a500dpi imageusinga CCD or CMOS cameraMary variationsof this principle,suchas
useof tactilesensorsnsteadof a prismandthe useof aholographicelemen{12], areavailable.Themain
usabilityissuewith thesescannerss thatthere ectedlight is afunctionof skincharacteristicslf theskin
is eithertoowetor dry, the ngerprint impressiorcanappear’saturated’or fragmentaryrespectiely, and
thusbehardto process.



(a) (b)
Figure4: A ngerprint image(a); thinnedridgeswith minutiafeaturesmarled (b).

CMOS capacitance[9]: Theridgesandvalleys of a nger createdifferentchage accumulationsvhen
the nger touchesa CMOS chip grid. With suitableelectronics,the chage is corvertedto numerical
pixel values.Normally at 500 dpi, thesescannergrovide about of scanarea.This canbea
potentialproblembecausengerprint impressionsacquiredat differenttimesmay have little overlapdue
to positioningor rotation. Thesesensorslsoareaffectedby the skin drynessandwetnessandhave an
additionalvulnerabilitydueto electrostatiaischage.

Thermal [10]: A pyro-electricmaterialin thesensomeasuretemperaturehangessthe nger is swiped
over thescanneandproducesinimage.This technologyclaimsto overcomethedry andwet skinissues
in theopticalscanneraindcansustairhigherstaticdischage. However, theimagesaresomavhatlacking
in contrastandsubjectto mosaickingerrors.

Ultrasound [2]: An ultrasonicbeamis scannedicrosghe ngerprint surfaceto measuraheridge depth
from there ected signal. Skin conditionssuchasdrynesswetnessandoil on the skin have very little
effectandtheimagese ect theactualridgetopographybetter However, theseunitstendto bevery bulky
andrequirealongerscanningime thanopticalor CMOSscanners.

Recently completelynon-contac{1l] ngerprint scannerdiave beenannounced.Theseare not only less
intrusive but alsoavoid the mary problemsrelatedto touch-basedensingnethodssuchaselasticdistortionof
the skin patternandwetnessaanddryness.

Oncea ngerprint imageis acquiredby somemeansijt mustbeanalyzedandinvariantpropertieeedto be
identi ed. The mostcommonlyused ngerprint featuresareridge bifurcationsandridge endings collectively
known asminutiag which are extractedfrom the acquiredimage. Figure4 shavs a ngerprint imageanda
thinnedversionof theridges.Overlaid on thesearethe minutiaepoint features.

The featureextraction processstartsby examiningthe quality of the input ngerprint impression. Then,
virtually every publishedmethodof featureextraction(e.g.,[11, 15]) computeghe orientation eld of the n-
gerprintimagethatre ectsthelocalridgedirectionatevery pixel. Thislocal ridgeorientationis alsocommonly
usedto tune lter parametergor enhancemerdndridge segmentation.Fromthe segmentedridges,a thinned
imageis computedo locatethe minutiaefeatures Usually a minutiaepost-processingtagecleansup spurious
minutiaeresultingfrom eitherenhancementjdge segmentationpr thinningartifacts.



But evenafterthefeatureshave beenextracted theauthenticatioriunction (matcherstill hasto compensate
for: (i) translation (ii) rotation,(iii) missingfeatures{(iv) additionalfeatures(v) spuriousfeaturesand,more
importantly (vi) elasticdistortionbetweera pair of featuresets.Variationcanalsobedueto unexpectedsources.
For instance storageandtransmissiorof ngerprint imagesofteninvolves compressioranddecompressionf
theimage.Standarccompressiomechnique®ftenremore theimportanthigh frequeng informationaroundthe
minutiaefeaturesandhencecanimpair recognition.To overcomethis, a ngerprint compressiorschemecalled
asWavelet ScalarQuantizationfWSQ) hasbeenendorsedy the FBI.

4 Lotus NotesSecurity

Notesis agroupvare productfrom Lotus designedo handlemessagingc¢alendarsandcollaboratve actvities
within workgroupsbasedn client-serer architectureNotesintegratesessentiatechnologiesamongwhich: (i)
e-mail; (ii) shareddatabasesnd,(iii) work ow. E-mail providescommunicatiorcapabilities.Shareddatabases
provide collaborationpossibilities,andwork o w supportscoordination. Thesepowerful building blocks give
Notesusefulfunctionssuchassharedlocumentmanagementntegrateddevelopmentervironments supportor
mobile users)ocal databaseeplicationfor off-line accesso documentdérom the network, andsynchronization
of local copieswith the sener version. More detailsof Notesfunctionality canbe obtainedfrom [7]. For all
thesefunctions,the securityof accesss extremelyimportant.

Notessecuritydepend®n a certi cate thatrepresentshetrustbetweernthe userandthe sener. Thecerti -
cateis storedin aNotesID le. Notesincorporates numberof cryptographidechniquedo establisithetrust
betweertheclientandthesener. Whenauseris enrolledonaNotessener systemaNotesID le iscreatedand
providedto the user To usethe systemthe userneedso make thisID le availableon the clientworkstation.
The systemis intentionallydesignedso thatit is possiblefor several distinct clientsto usea copy of the same
ID le atthesametime. ThelD le itself containghesener name connectiordetails,andthe publickey of the
senerfor authenticatiobetweerthe clientandsener. Additionally, it containghe usernameandpasswerd, as
well asthe relevant private cryptographickeys andtheir expirationdates. The passwerd is usedto rst unlock
thelD le, andthisinformation,storedin thelD le is usedto authenticatdoththeuserandsener. In principle,
multiple copiesof theNotesID le couldhave differentpassverdsif the systemadministratomallowsiit.

Severalanti-spoo ngtechniquesareemplg/ed by Noteswhile readingthe passwverd in thedialogbox. The

rst featurebeingarandomnumberof "X"s appeardor eachletterasit is typedby theuser Secondlyaseries

of hieroglyphicsymbolsappeaiontheleft sideof theboxandchangedynamically If theuserdoesnotseethese
gures, they cansuspecit to be fake systemtrying to readthe users passwrd. Finally, anincreasingdelay
every time awrongpasswrd is typedis usedto frustrateary impostorgrying to quickly guessmary variations
of apasswerd. Notesadministratie policy alsosupportssaving multiple passwrdsin anlD le andrequiring
that outof of thesebeprovidedfor authentication.

Theactualauthenticatioriaskbetweerthe Notesclient andthe Notessener is performedusinga seriesof
cryptographicprotocolswhereboth the client and sener validateeachotherthroughchallengeand response.
The protocolusedfor authentications similar to X.509 protocol. The public keys areexchangedhroughthe
NotesID le andrandomchallengesreencryptedusingthesepublickeys. A partyis validatedif it candecrypt
thereceved challengemessageandsendthe correctresponseThis part of the secureaccesprocedurenvould
remainthe sameevenif the password werereplacedvith othermethodsof authentication.

Noticethattheissueof non-repudiations not addresseth the Notesauthenticationthougha sophisticated
protocolis usedfor establishingtrust betweenclient and the sener. Our approachis to provide a reliable,
accuratepositive authenticatiorby replacingthe passverd with a biometric,in particular with a ngerprint.



5 Integration issues

Severalissuemeedto be addressedvhile integratinganemeping technologylik e biometricsinto amoreestab-
lishedtechnologylike groupvare. Themainissuesnvolvedin theintegrationof a ngerprint-basedauthentica-
tion methodare:

BiometricsindependenceThe designshouldbe e xible enoughto handleotherbiometricsbeyond the
onechosenn a particularimplementation.In addition, multi-biometrics,i.e., the useof morethanone
biometric,shouldbeincludedin thedesign.

Sensorindependencein the design,no assumptionshould be madeaboutparticularsensorcharac-
teristics. For enterprise-widadeployments,single-sensomanufcturerdependencé probablyare not
desirable.

Developmentissue: Commercial,off-the-self productsare often designedas stand-alonesystems not
including a developmenttoolkit. This makesthemdif cult to integrateinto an existing applicationlike
Notes.

Auto-deteciandsnap:During theinput processthe sensoishouldrequirevery little interventionfrom the
user The processtself shoulddecidewhenthereis a meaningfulandreliablesignalto be analyzedand
shaptheimageat thatpoint, or for alimited periodfrom thatpoint, andmatchonly thatparticularsignal.

Quiality: The systemshouldattemptto ensurepr atleastmeasurethe quality of the input automatically
Userstypically have no feel for the factorsthat contritute to good or poor signals,and cannotmale
suitableadjustment®n their own.

Enrollmentissues:Any authenticatiorsystemrequirestwo steps:one-timeenrolimentand multiple au-
thentication.Enrollmentis the singlemostimportantstepthat canaffect the performancenf the system.
Often,thishasto bedonein anunsupervisedhanneiin enterprise-widapplicationike Notes.How mary

samplesf the signalshouldbe acquiredandhow shouldthey be combinedjs anissuehere?

Thresholdselection:As obsered earlier the systemperformanceanchangesigni cantly dependingon
theoperatingpointchoserontheROC. Lettingtheuserdecidethethresholdor the operatingpointis nota
goodideasincethey donotunderstandhefull rami cations. At thesameime, oncecannothave ahuman
expertdecidethis for every individual enrollee.Employing anautomatiadhreshold-selectioprocessnay
bedesirable.

Having statedthesedesignissueswe describethe solutionsemployedin our system.Thereexists a Notes
API for C++andwe have emplo/edthatalongwith theIBM ngerprint authenticatiotibrary API to replacehe
password-basedauthenticationWe usethe industrystandardviS Crypto APl (MSCAPI) to addextra security
whereneeded.

5.1 Scannerinterface

As notedearlier thereare mary differenttypesof ngerprint scanners.As the ngerprint featuresusedfor

authenticatiorare coordinatef minutiae,cross-sensamatchingdeseres specialattention. The mainissues
thataffectthedesignare(i) imagingresolution;and,(ii) pixel-aspectatio. To handlethesevariationswe create
acon guration le thatliststheseparametersothatthe matchercantranslatdeaturedrom eachscanneinto a

canonicakpatialreferencdrame.



Figure5: Region usedfor autosnap.
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Figure6: Fingerprintimagequality assessmen(a) good;(b) medium;(c) poor.

5.2 Auto-snap

A desirabldeatureduringenrollmentandveri cation is to automaticallydetectthe ngerprint andsnapthebest
framefor further processing We have designeda simpleandfastmethodfor detectinga ngerprint basedon
the following obseration. The centralpart of the acquiredimageframe hasa differentgray-scaleneanand
variancewhena nger is presencomparedo whena nger is not present.Typically withouta ngerprint, the
averagepixel intensityis closeto 255 andvarianceis closeto zero. Whena ngerprint is presentthe mean
pixel valueis lessthan255 (ideally 128 astheridge andvalley pixelsareequallydistributedin the bandshavn
in theFigure5) andthevarianceis closeto . Moreover, oncea nger is presenin aparticularframe,
successie framesfor someamountof time shouldstill have the nger present.

Threeconsecutie imagesareusedto decideif thereis a nger presentn aframe.Notethaton someoptical
scannerspne can easily createa non- ngerprint imagethat the systemcan accept. Oncea setof candidate
frameshasbeenselecteasedon their closenesso theideal characteristicghe quality of the eachindividual

ngerprint imageis assessedsdescribedn the next section. The advantageof the auto-snageatureis thatit
doesnot requirethe userto click a mousebutton or specialkey to indicatethe presenceof a ngerprint. The
scanneitself becomes “button” of sorts.

5.3 Image quality assessment

The quality of the acquiredmagecanhave a signi cant impacton the performancef the system.Particularly
during enrollment,careshouldbe taken to acquirethe bestimagepossible.We usea quality index described
in [3] to determinethe quality of the ngerprint present. Intuitively, the ideal ngerprint is characterizedby



smoothly o wing ridgesand valleys with good contrast. The quality index re ects thesecharacteristicand
explicitly detectamagefeaturesndicatingthatthe nger is too wet or dry, or is moving (smudged).A setof
good,mediumandpoorimagess shavn in Figure6 alongwith theimagequality scores.To computeheoverall
quality index, theimageis divided up into smallerblocksandfor eachblock anatomicquality is computedoy
determiningconsisteng in ridge o w directions.

5.4 Enrollment issues

To male the systemmoreusablewe acquiretemplatef two ngers duringtheenrollmentprocesgpreferably
from two differenthands)with two impression®f each nger. The sameacquisitionprocesss adoptedor all
thefour nger impressionsisingthequalityindex asdescribedibove. Theoverall procesof replacingthepass-
wordsis simple. The“changepassword” NotesAPI call allows for replacingpasswrdsby otherauthentication
methodslt is assumedhattheusergetsaninitial text password andwill thenberequiredto changat atthe rst
login to the Notessystem. At that point, the ngerprint-basedauthenticatiorwill replacethe passwrd-based
method. During enroliment,the useralternateetweenthe primary nger andalternate nger to provide as
much variation as possiblebetweenthe two samples. The enrolimentprocessalso checksto ensurethat the
primary nger andalternatenger aretruly differentby matchingthemagainstachother

An interestingcaseoccurswhentheuserhasboth ngerprint andpasswerd accesso thesystem.This might
occur for instanceijf hishomemachinedid nothave a ngerprint reader

5.5 Thresholdselection

Theauthenticatiorsubsystenusesathresholdon thedegreeof matchto decidewhenthereis amatch.As stated
earlier the thresholdplaysa crucialrole in determiningthe two typesof systemerrors. We have developeda
novel schemeo dynamicallydeterminethe thresholdfor a person. This adjustmentis requiredbecausesach
pair of matching ngerprints doesnot producesimilar matchingscores.The matchingscorelargely depend®on
the imagequality, reliability of the featuresextracted,andthe distortionof the featuresdueto skin elasticity
Ourthresholds decidedasperthefollowing equatiorbasedn the pairsof imagesacquiredduringenrollment.
We have two thresholds, and

where and arethetwo ngerprint samplesr templates.

5.6 Encryption

The useof standardencryptionenhanceshe overall securityof the system. The templatesextractedduring
enrollmenthave to bestoredin asecurdocationasthey arekeysto thesecureauthenticationThefour templates
andassociateanatchthresholdsareencryptingusinga standardkey-basedencryptionmethod. The encrypted
templatesrestoredin thetemplatedatabas@ortionof theusers NotesID le. Thedecryptionkeys areknowvn
only to applicationwhich decodeghe templatesasrequiredduringauthentication.

6 Conclusions

Existingmethodsf automaticauthenticatiorinvolving knowvledgeor possessionisave anumberof limitations,
particularlythat they canbe transferredrom one personto another Automatedbiometricscanaddresghis



problemwhile alsoovercomingotherproblemssuchaslossandforgery Automatedbiometrics,by measuring
hard-to-foge characteristicseherento apersorprovidesareliable,non-repudiablguaranteef dentity Recent
innovationsin hardwareandalgorithmshave meantthatthe eld of biometricshasexpandedremendouslyand
mary applicationsnotjustin security arebeingimplementedvith the useof biometrictechnology

Herewe have detailedone suchcommercialapplication. We have outlinedthe designissueswhile inte-
gratinga biometricswith anotherapplication.In particular scanneinter-operability autodetectandautosnap,
imagequality assessmengnrollmentissuesandthresholdselectionaresomeof the designdecisionswve hadto
make. In addition,we have combinedexisting encryptionmethodso provide a secureuserauthenticatiorfor
Lotus Notes. We have alsodiscussechow automatediometricsystemsn generalcanbe modeledaspattern
recognitionsystemsparticularlyfor evaluatingtheir securityperformance.
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