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Abstract

Fingerprintshavebeenusedto identifypeoplefor several decades.With theadventof low costinkless
�ng erprint scanners and the amplecomputepoweravailablein client workstations,biometricsin general,
and�ng erprintsin particular, arebeingconsideredfor manysecureauthenticationapplications.LotusNotes
is a groupwareproductsupportinge-mail,calendarmanagement,work�ow, and,perhapsmore importantly,
(shared)databaseaccessandmanagement.Becauseof this wide spectrumof capabilitiesthat allows true
collaborativecomputing, privacy and securityare of primary importancein such groupware applications.
LotusNoteshasa strongreputationin this regard. In thispaper, wedescribethearchitectureof a systemthat
integratestheintrinsic high securityof Noteswith theconveniencesof �ng erprintsfor client authentication.
We discussseveral designchallengesthat had to beaddressedto achievea successfulproductlevel system
designanddevelopment.A demoof the�nished systemis alsoavailable.

1 Intr oduction

Securityis critical in many application,moresoin groupwareapplicationsthatinvolvework groupsandmultiple
users.Therearefour primaryissuesrelatedto security:

� Integrity: Theinformationis accurate,completeandconsistent.Whentheinformationis transmittedover
anetwork it remainsunchanged.

� Privacy: The informationis accessibleto only thosewho areauthorized.Whentransmittedinformation
over anetwork it is accessibleto thesenderandthereceiver only.

� Authenticity: Thereceiver is assuredthattheinformationwastruly createdby thesenderor thespeci�ed
author. Similarly, thesenderis assuredthatthereceiver is genuinelywho sheor heclaimsto be.

� Non-repudiation:Thetransactorcannotdeny thattheinformationwascreatedor sentby heror him.

For critical applicationssuchashealthcareand�nances,all four of thesesecurityissuesareimportantand
needto becarefullyaddressed.Only authorizedusersshouldhave accessto theapplicationsandrelateddata.
For eachparticularapplicationor database,typically an“accesscontrol list” of authorizeduserswith different
authorizationlevels for eachuseris speci�ed. In morecentralizedapplications,accesscontrol is handledby
eithera traditionaluserid/password, or othermoresophisticatedaccesscontrol mechanismssuchasone-time
password generatorsor smarttokens. However, whenapplicationsare distributed over several geographical
regionsandovermultiplevendor-basedserversinterconnectedthroughpublicnetworkssuchastheInternet,the
taskof securingapplicationsanddatabecomesextremelycomplex. Additionally, themaintenanceof userIDs

1



andpasswordsalsobecomesin intricateproblem,especiallyin view of the above-mentionednon-repudiation
issue.

In themodernnetworkedsociety, thereis anever-growing needto positively determineor verify theidentity
of aperson.Whereauthorizationis necessaryfor anaction,beit pickingupachild from daycareor boardingan
aircraft,thisauthorizationis usuallyvestedin asingleindividualor aclassof individuals.Thereareanumberof
methodsof verifying identity thathave beenadoptedby societyor automatedsystems.Thesearesummarized
in Table1. Theexisting methodscanbe groupedinto threeclasses[13]: (i) possessions(whatyou have); (ii)
knowledge(whatyouknow); and,(iii) biometrics(uniquepersonaltraits).

Biometrics is the scienceof identifying or verifying the identity of a personbasedon physiologicalor
behavioral characteristics.Physiologicalcharacteristicsinclude�ngerprints andfacialappearance.Behavioral
characteristicsareactionscarriedout by a personin a uniqueway. They includesignaturesandvoiceprints,
thoughtheseare naturallydependenton physicalcharacteristicsas well. It is importantthat the behavioral
characteristicsmustbe insensitive to variationsdueto the stateof health,moodof the user, or the passageof
time. Similarly, themeasuredphysiologicalcharacteristicsshouldremainconstantover time.

Often,thethreeidenti�cation methodsin Table1 areusedin combination.Thepossessionof akey is aphys-
ical conveyor of authorization;apassword plusauserID is apurelyknowledge-basedmethodof identi�cation;
anATM cardis apossessionthatrequiresknowledge(PIN) to carryouta transaction;apassportis apossession
thatrequiresbiometricveri�cation (passportphoto).

Earlyautomatedauthorizationandauthenticationmethodsreliedonly onpossessionsandknowledge.There
areseveral well-known problemsassociatedwith thesemethodsthat restricttheir useandthe extent to which
they aretrustworthy. Theproblemis thatthesemethodsverify attributesthatonly indirectlyindicatethepresence
or absenceof a givenperson.Most importantly, theproblemsare: (i) possessionscanbe lost, forgedor easily
duplicated;(ii) knowledgecan be forgotten; (iii) both knowledgeand possessionscan be sharedor stolen.
Consequently, repudiationis easy. That is, it is easyto deny thata givenpersoncarriedout anactionbecause
only thepossessionor knowledgeis checkedandthesearelooselycoupledto theperson's identity. Clearly, this
is unacceptablein applicationssuchashigh-securityphysicalaccesscontrol, bankaccountaccess,andcredit
cardauthentication.

Thescienceof biometricsprovidesanelegantsolutionto theseproblemsby positively verifying theidentity
of theindividual. For contemporaryapplications,biometricauthenticationis automatedto eliminatetheneedfor
humanveri�cation, andanumberof new biometricshavebeendeveloped,takingadvantageof increasingunder-
standingof thehumanbodyandhumanactions,andadvancesin sensingtechniques[8]. Newer physiological
biometricauthenticationtechnologiesthathave beendevelopedincludeiris patterns,retinal images,andhand
geometry;newerbehavioral biometricstechnologies(althoughstill verymuchin theresearchstage)aregaitand
keystroke patterns.The�rst stepin anautomaticbiometricsis enrollmentof theuser(like theregistrationof a
password). After this, theusercanbea veri�ed many times.

In this paper, we describethearchitectureof a biometrics-basedsecureauthenticationimplementationfor
Lotus Notes– a groupwareproductthat supportse-mail, calendarscheduling,anddistributed databaseman-
agement.In particular, we addressthe issuesof integratinga �ngerprint-basedauthenticationschemewith the
existing securityinfrastructure.Contraryto whatmaybe thecommonbelief, onecannotjust install any com-
merciallyavailable�ngerprint veri�cation systemandre�ect the securityfeaturesin the application.We will
discussthesubtleissuesinvolvedin integrationanddemonstrateoursolutionsto variousproblems.For instance,
onehasto beparticularlyconcernedwith thesecurityof the�ngerprint templatesaswell asusabilityissues,such
asanauto-detectionof the�nger onthescannerandmultiple �nger-basedenrollments.Furthermore,adynamic
selectionschemefor decidingathresholdfor matcherscoreis incorporatedto overcomevariability in thequality
of �ngerprints actuallyobtainedunder�eld conditions.Thetargetapplication,Notes,alsocomeswith its own
speci�c setof problems.Oneis that the systemallows simultaneousaccessfrom differentclientsaslong as



Method Examples Comments

Whatyouknow UserID, password,PIN Canbeforgotten
Easilyshared
Many passwordsareeasyto guess

Whatyouhave Cards,badges,keys canbelost or stolen
Easilyshared
Canbeduplicated

Whatyouknow andwhatyouhave ATM + PIN PIN is aweaklink
Writing PIN oncard
Easilyshared

Whatyouare Fingerprint,face,... Non-repudiableauthentication

Table1: A categorizationof identi�cation technologies.

theusedID �le is residenton theconnectedworkstation.This poseda new problemin theoverall designand
we describethecontrol �o w of thesolutionwe adoptedto overcomethis dif�culty . A successfulproduct-level
demois availablebasedon thedescribeddesign.

The paperis organizedas follows. A genericbiometrics-basedauthenticationapproachis presentedin
Section2. Section3 describesthe baseline�ngerprint technology. Section4 providesa brief introductionto
LotusNotes.In Section5, theintegrationissuesareenumerated,while speci�c stepsimplementedin ourdesign
arediscussedin Section6. Wegiveconclusionsin Section7.

2 Pattern recognition-basedbiometrics systems

Wecanmodelbiometricsystemasagenericpatternrecognitionsystemasshown in Figure1. Theinputsubsys-
temconsistsof aspecialsensorneededto acquirethebiometricsignal.Reliableacquisitionof theinputsignalis
a challengefor sensordesigners,especiallyin light of varyingenvironmentalsituationsaswell asinterpersonal
andintrapersonalvariations.Thesignalin its raw form containstherequiredidentifying information,but often
hiddenamongmuchirrelevant information. Invariantfeaturesareextractedfrom thesignalfor representation
purposesduringfeatureextraction(seeFigure1). In theenrollmentprocess,a representation(calledtemplate)
of thebiometrics,basedonthesefeatures,is storedby thesystem.Thematchingsubsystemin Figure1, accepts
thequeryandreferencetemplatesandreturnsthedegreeof matchor mismatchasascore,i.e.,asimilarity mea-
sure.In a �nal decisionstep,this scoreis comparedto a decisionthresholdto declarethecomparisona match
or mismatch.

The overall performanceof sucha systemdependson the performanceof eachof the subsystems.In ad-
dition, thesystemdesignerhasto focuson ef�cient storageandretrieval aswell aserror-free transmissionand
possibleencryptionanddecryptionof theresultandintermediatesignals.

To assesstheperformanceof a biometricsystem,we analyzeit in a hypothesis-testingframework. Let ���

and � denotebiometrics,e.g.,two �ngers (identities–differenet identitiesor thesameidentity). Further, let the
storedbiometricsampleor templatebepattern���	��

������� andtheacquiredonebepattern����
������ . Then,
in termsof hypothesistesting,wehave thenull andalternative hypotheses,respectively:
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Yes/No

Stored templates

MatcherSensor Feat. Ext.

Figure1: Thestagesin agenericbiometricssystem.
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This measurewasoriginally developedto measuretheseparabilityof two normal(or at leastsymmetric)distri-
butions.Thismeasureis �ne if oneinsistson asinglenumberthatexpressesthequality of amatcher, we prefer
theuseof ROCsasdescribedbelow.

For expression1, deciding
9vc

when
9w:

is truegivesa “f alseacceptance.” Similarly, deciding
9x:

when
9�c

is true resultsin a “f alserejection.” TheFalseAcceptRate(FAR) (proportionof non-matedpairsresultingin
falseacceptance)andFalseRejectRate(FRR) (proportionof matedpairsresultingin falserejection)together
characterizethe accuracy of an authenticationsystemfor a given decisionthreshold. The EqualError Rate
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Figure3: Receiver OperatingCurve (ROC).

(EER) is thepoint at which threshold( yQzSz|{ ), whereFRR= FAR, i.e., wheretheareasmarked underthe two
curvesin Figure2 areequal.

Ratherthanshowing theerror ratesin termsof probabilitydensitiesasin Figure2, it is moredesirableto
reportsystemaccuracy in termsof a Receiver OperatingCurve (ROC) [5, 14]. A ROC is a mapping yu}x~
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asshown in Figure3. Notethatin a typical recognitionsystem,all theinformationcontainedin thePDFsis also
containedin theROC.TheROC just moreexplicitly shows thetradeoff betweenFAR andFRRasthedecision
thresholdis varied(thesystemcanoperateatany pointalongthecurve).

3 AutomatedFingerprint Identi�cation Systems

Fingerprintscouldbecalledthe “motherof all biometrics”and,certainlyarethemostwidely usedbiometric.
Theadvancein inkless�ngerprint-scanningtechnology, coupledwith theexponentialincreasein processorper-
formance,hastaken �ngerprint recognitionbeyondcriminal identi�cation applications.Consequently, civilian
applicationssuchasaccesscontrol,timeandattendancetracking,andcomputeruserlogin arequickly emerging.

Over thelastdecade,many novel techniqueshave beendevelopedto acquire�ngerprints without theuseof
ink. Thesescannersareknown as“li vescan”�ngerprint scanners.Thebasicprincipleof theseinklessmethodsis
to sensetheridgesona�nger, whicharein contactwith thesurfaceof thescanner. Currentlylivescanacquisition
systemsarebasedon four technologytypes:

’ Frustrated total internal re�ection (FTIR) and other optical methods(e.g.,[6]): This technologyis
by far theoldestlivescanmethod.A cameraacquiresthere�ectedsignalfrom theinnersurfaceof aprism
asthesubjecttouchestheoutersurface.Wherethereis nocontact,all thelight is re�ectedoff thesurface.
Wherecontactoccurssomelight leaksout dueto a similar index of refraction.A typical areaof “&”–•—“&”

is convertedto a500dpi imageusingaCCDor CMOScamera.Many variationsof thisprinciple,suchas
useof tactilesensorsinsteadof aprismandtheuseof aholographicelement[12], areavailable.Themain
usabilityissuewith thesescannersis thatthere�ectedlight is a functionof skincharacteristics.If theskin
is eithertoowetor dry, the�ngerprint impressioncanappear”saturated”or fragmentary, respectively, and
thusbehardto process.



(a) (b)

Figure4: A �ngerprint image(a); thinnedridgeswith minutiafeaturesmarked(b).

˜ CMOS capacitance[9]: The ridgesandvalleys of a �nger createdifferentcharge accumulationswhen
the �nger touchesa CMOS chip grid. With suitableelectronics,the charge is convertedto numerical
pixel values.Normally at 500dpi, thesescannersprovide about ™‚šœ›ž•;Ÿ ™‚šœ›ž• of scanarea.This canbea
potentialproblembecause�ngerprint impressionsacquiredat differenttimesmayhave little overlapdue
to positioningor rotation. Thesesensorsalsoareaffectedby theskin drynessandwetness,andhave an
additionalvulnerabilitydueto electrostaticdischarge.

˜ Thermal [10]: A pyro-electricmaterialin thesensormeasurestemperaturechangesasthe�nger is swiped
over thescannerandproducesanimage.This technologyclaimsto overcomethedry andwetskin issues
in theopticalscannersandcansustainhigherstaticdischarge.However, theimagesaresomewhatlacking
in contrastandsubjectto mosaickingerrors.

˜ Ultrasound [2]: An ultrasonicbeamis scannedacrossthe�ngerprint surfaceto measuretheridgedepth
from the re�ected signal. Skin conditionssuchasdryness,wetness,andoil on the skin have very little
effectandtheimagesre�ect theactualridgetopographybetter. However, theseunitstendto beverybulky
andrequirea longerscanningtime thanopticalor CMOSscanners.

Recently, completelynon-contact[1] �ngerprint scannershave beenannounced.Thesearenot only less
intrusive but alsoavoid themany problemsrelatedto touch-basedsensingmethods,suchaselasticdistortionof
theskinpattern,andwetnessanddryness.

Oncea �ngerprint imageis acquiredby somemeans,it mustbeanalyzedandinvariantpropertiesneedto be
identi�ed. Themostcommonlyused�ngerprint featuresareridgebifurcationsandridgeendings,collectively
known asminutiae, which areextractedfrom the acquiredimage. Figure4 shows a �ngerprint imageanda
thinnedversionof theridges.Overlaidon thesearetheminutiaepoint features.

The featureextractionprocessstartsby examiningthe quality of the input �ngerprint impression.Then,
virtually every publishedmethodof featureextraction(e.g.,[11, 15]) computestheorientation�eld of the �n-
gerprintimagethatre�ects thelocal ridgedirectionateverypixel. This local ridgeorientationis alsocommonly
usedto tune�lter parametersfor enhancementandridgesegmentation.Fromthesegmentedridges,a thinned
imageis computedto locatetheminutiaefeatures.Usually, aminutiaepost-processingstagecleansupspurious
minutiaeresultingfrom eitherenhancement,ridgesegmentation,or thinningartifacts.



But evenafterthefeatureshavebeenextracted,theauthenticationfunction(matcher)still hasto compensate
for: (i) translation,(ii) rotation,(iii) missingfeatures,(iv) additionalfeatures,(v) spuriousfeatures,and,more
importantly, (vi) elasticdistortionbetweenapairof featuresets.Variationcanalsobedueto unexpectedsources.
For instance,storageandtransmissionof �ngerprint imagesofteninvolvescompressionanddecompressionof
theimage.Standardcompressiontechniquesoftenremove theimportanthigh frequency informationaroundthe
minutiaefeaturesandhencecanimpair recognition.To overcomethis,a �ngerprint compressionschemecalled
asWaveletScalarQuantization(WSQ)hasbeenendorsedby theFBI.

4 Lotus NotesSecurity

Notesis a groupwareproductfrom Lotusdesignedto handlemessaging,calendars,andcollaborative activities
within workgroupsbasedonclient-serverarchitecture.Notesintegratesessentialtechnologies,amongwhich: (i)
e-mail;(ii) shareddatabases;and,(iii) work�o w. E-mailprovidescommunicationcapabilities.Shareddatabases
provide collaborationpossibilities,andwork�o w supportscoordination.Thesepowerful building blocksgive
Notesusefulfunctionssuchasshareddocumentmanagement,integrateddevelopmentenvironments,supportfor
mobileusers,local databasereplicationfor off-line accessto documentsfrom thenetwork, andsynchronization
of local copieswith the server version. More detailsof Notesfunctionality canbe obtainedfrom [7]. For all
thesefunctions,thesecurityof accessis extremelyimportant.

Notessecuritydependson a certi�cate thatrepresentsthetrustbetweentheuserandtheserver. Thecerti�-
cateis storedin a NotesID �le. Notesincorporatesa numberof cryptographictechniquesto establishthetrust
betweentheclientandtheserver. Whenauseris enrolledonaNotesserversystem,aNotesID �le is createdand
providedto theuser. To usethesystem,theuserneedsto make this ID �le availableon theclient workstation.
Thesystemis intentionallydesignedso that it is possiblefor severaldistinctclientsto usea copy of thesame
ID �le at thesametime. TheID �le itself containstheservername,connectiondetails,andthepublickey of the
server for authenticationbetweentheclientandserver. Additionally, it containstheusernameandpassword,as
well astherelevantprivatecryptographickeys andtheir expirationdates.Thepassword is usedto �rst unlock
theID �le, andthis information,storedin theID �le is usedto authenticateboththeuserandserver. In principle,
multiplecopiesof theNotesID �le couldhave differentpasswordsif thesystemadministratorallows it.

Severalanti-spoo�ngtechniquesareemployedby Noteswhile readingthepassword in thedialogbox. The
�rst featurebeinga randomnumberof ”X”s appearsfor eachletterasit is typedby theuser. Secondly, a series
of hieroglyphicsymbolsappearontheleft sideof theboxandchangedynamically. If theuserdoesnotseethese
�gures, they cansuspectit to be fake systemtrying to readthe user's password. Finally, an increasingdelay
every timeawrongpassword is typedis usedto frustrateany impostorstrying to quickly guessmany variations
of a password. Notesadministrative policy alsosupportssaving multiple passwordsin anID �le andrequiring
that ¡ outof ¢ of thesebeprovidedfor authentication.

TheactualauthenticationtaskbetweentheNotesclient andtheNotesserver is performedusinga seriesof
cryptographicprotocolswhereboth the client andserver validateeachotherthroughchallengeandresponse.
Theprotocolusedfor authenticationis similar to X.509 protocol. Thepublic keys areexchangedthroughthe
NotesID �le andrandomchallengesareencryptedusingthesepublickeys. A partyis validatedif it candecrypt
thereceived challengemessageandsendthecorrectresponse.This partof thesecureaccessprocedurewould
remainthesameevenif thepassword werereplacedwith othermethodsof authentication.

Noticethattheissueof non-repudiationis not addressedin theNotesauthentication,thoughasophisticated
protocol is usedfor establishingtrust betweenclient and the server. Our approachis to provide a reliable,
accuratepositive authenticationby replacingthepassword with abiometric,in particular, with a �ngerprint.



5 Integration issues

Severalissuesneedto beaddressedwhile integratinganemerging technologylikebiometricsinto amoreestab-
lishedtechnologylike groupware.Themainissuesinvolvedin theintegrationof a �ngerprint-basedauthentica-
tion methodare:

£ Biometricsindependence:The designshouldbe �e xible enoughto handleotherbiometricsbeyond the
onechosenin a particularimplementation.In addition,multi-biometrics,i.e., theuseof morethanone
biometric,shouldbeincludedin thedesign.

£ Sensorindependence:In the design,no assumptionsshouldbe madeaboutparticularsensorcharac-
teristics. For enterprise-widedeployments,single-sensormanufacturerdependenceis probablyarenot
desirable.

£ Developmentissue: Commercial,off-the-self productsare often designedas stand-alonesystems,not
includinga developmenttoolkit. This makesthemdif�cult to integrateinto an existing applicationlike
Notes.

£ Auto-detectandsnap:During theinputprocess,thesensorshouldrequirevery little interventionfrom the
user. Theprocessitself shoulddecidewhenthereis a meaningfulandreliablesignalto beanalyzedand
snaptheimageat thatpoint,or for a limited periodfrom thatpoint,andmatchonly thatparticularsignal.

£ Quality: Thesystemshouldattemptto ensure,or at leastmeasure,thequality of theinput automatically.
Userstypically have no feel for the factorsthat contribute to good or poor signals,and cannotmake
suitableadjustmentson theirown.

£ Enrollmentissues:Any authenticationsystemrequirestwo steps:one-timeenrollmentandmultiple au-
thentication.Enrollmentis thesinglemostimportantstepthatcanaffect theperformanceof thesystem.
Often,thishasto bedonein anunsupervisedmannerin enterprise-wideapplicationlikeNotes.How many
samplesof thesignalshouldbeacquiredandhow shouldthey becombined,is anissuehere?

£ Thresholdselection:As observedearlier, thesystemperformancecanchangesigni�cantly dependingon
theoperatingpointchosenontheROC.Lettingtheuserdecidethethresholdor theoperatingpoint is nota
goodideasincethey donotunderstandthefull rami�cations.At thesametime,oncecannothaveahuman
expertdecidethis for every individualenrollee.Employing anautomaticthreshold-selection processmay
bedesirable.

Having statedthesedesignissues,we describethesolutionsemployed in our system.Thereexistsa Notes
API for C++andwehaveemployedthatalongwith theIBM �ngerprint authenticationlibrary API to replacethe
password-basedauthentication.We usethe industrystandardMS CryptoAPI (MSCAPI) to addextra security
whereneeded.

5.1 Scannerinterface

As notedearlier, therearemany different typesof �ngerprint scanners.As the �ngerprint featuresusedfor
authenticationarecoordinatesof minutiae,cross-sensormatchingdeservesspecialattention.The main issues
thataffect thedesignare(i) imagingresolution;and,(ii) pixel-aspectratio. To handlethesevariationswecreate
acon�guration�le thatlists theseparameterssothatthematchercantranslatefeaturesfrom eachscannerinto a
canonicalspatialreferenceframe.



Figure5: Regionusedfor autosnap.
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Figure6: Fingerprintimagequalityassessment.(a)good;(b) medium;(c) poor.

5.2 Auto-snap

A desirablefeatureduringenrollmentandveri�cation is to automaticallydetectthe�ngerprint andsnapthebest
framefor furtherprocessing.We have designeda simpleandfastmethodfor detectinga �ngerprint basedon
the following observation. The centralpart of the acquiredimageframehasa differentgray-scalemeanand
variancewhena �nger is presentcomparedto whena �nger is not present.Typically without a �ngerprint, the
averagepixel intensity is closeto 255 andvarianceis closeto zero. Whena �ngerprint is present,the mean
pixel valueis lessthan255(ideally128astheridgeandvalley pixelsareequallydistributedin thebandshown
in theFigure5) andthevarianceis closeto ¤-¥)¦d§¨¤-¥)¦ . Moreover, oncea �nger is presentin aparticularframe,
successive framesfor someamountof time shouldstill have the�nger present.

Threeconsecutive imagesareusedto decideif thereis a �nger presentin aframe.Notethatonsomeoptical
scanners,onecaneasilycreatea non-�ngerprint imagethat the systemcanaccept. Oncea setof candidate
frameshasbeenselectedbasedon their closenessto theidealcharacteristics,thequality of theeachindividual
�ngerprint imageis assessedasdescribedin thenext section.Theadvantageof theauto-snapfeatureis that it
doesnot requirethe userto click a mousebutton or specialkey to indicatethepresenceof a �ngerprint. The
scanneritself becomesa “button” of sorts.

5.3 Imagequality assessment

Thequality of theacquiredimagecanhave a signi�cant impacton theperformanceof thesystem.Particularly
during enrollment,careshouldbe taken to acquirethebestimagepossible.We usea quality index described
in [3] to determinethe quality of the �ngerprint present. Intuitively, the ideal �ngerprint is characterizedby



smoothly�o wing ridgesandvalleys with goodcontrast. The quality index re�ects thesecharacteristicsand
explicitly detectsimagefeaturesindicatingthat the �nger is too wet or dry, or is moving (smudged).A setof
good,mediumandpoorimagesis shown in Figure6 alongwith theimagequalityscores.To computetheoverall
quality index, theimageis dividedup into smallerblocksandfor eachblock anatomicquality is computedby
determiningconsistency in ridge�o w directions.

5.4 Enrollment issues

To make thesystemmoreusable,weacquiretemplatesof two �ngers duringtheenrollmentprocess(preferably
from two differenthands)with two impressionsof each�nger. Thesameacquisitionprocessis adoptedfor all
thefour �nger impressionsusingthequality index asdescribedabove. Theoverallprocessof replacingthepass-
wordsis simple.The“changepassword” NotesAPI call allows for replacingpasswordsby otherauthentication
methods.It is assumedthattheusergetsaninitial text passwordandwill thenberequiredto changeit at the�rst
login to the Notessystem.At that point, the �ngerprint-basedauthenticationwill replacethepassword-based
method. During enrollment,the useralternatesbetweenthe primary �nger andalternate�nger to provide as
muchvariationaspossiblebetweenthe two samples.The enrollmentprocessalsochecksto ensurethat the
primary�nger andalternate�nger aretruly differentby matchingthemagainsteachother.

An interestingcaseoccurswhentheuserhasboth�ngerprint andpasswordaccessto thesystem.Thismight
occur, for instance,if hishomemachinedid nothave a �ngerprint reader.

5.5 Thresholdselection

Theauthenticationsubsystemusesathresholdonthedegreeof matchto decidewhenthereis amatch.As stated
earlier, the thresholdplaysa crucial role in determiningthe two typesof systemerrors. We have developeda
novel schemeto dynamicallydeterminethe thresholdfor a person.This adjustmentis requiredbecauseeach
pairof matching�ngerprints doesnotproducesimilarmatchingscores.Thematchingscorelargely dependson
the imagequality, reliability of the featuresextracted,andthe distortionof the featuresdueto skin elasticity.
Our thresholdis decidedasperthefollowing equationbasedon thepairsof imagesacquiredduringenrollment.
Wehave two thresholds,©pª and ©k« .
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º

ª and
º

« arethetwo �ngerprint samplesor templates.

5.6 Encryption

The useof standardencryptionenhancesthe overall securityof the system. The templatesextractedduring
enrollmenthaveto bestoredin asecurelocationasthey arekeysto thesecureauthentication.Thefour templates
andassociatedmatchthresholdsareencryptingusinga standardkey-basedencryptionmethod.Theencrypted
templatesarestoredin thetemplatedatabaseportionof theuser's NotesID �le. Thedecryptionkeysareknown
only to applicationwhichdecodesthetemplatesasrequiredduringauthentication.

6 Conclusions

Existingmethodsof automaticauthenticationinvolving knowledgeor possessionshaveanumberof limitations,
particularly that they canbe transferredfrom onepersonto another. Automatedbiometricscanaddressthis



problemwhile alsoovercomingotherproblemssuchaslossandforgery. Automatedbiometrics,by measuring
hard-to-forgecharacteristicsinherentto apersonprovidesareliable,non-repudiableguaranteeof dentity. Recent
innovationsin hardwareandalgorithmshave meantthatthe�eld of biometricshasexpandedtremendously, and
many applications,not just in security, arebeingimplementedwith theuseof biometrictechnology.

Herewe have detailedonesuchcommercialapplication. We have outlinedthe designissueswhile inte-
gratingabiometricswith anotherapplication.In particular, scannerinter-operability, autodetectandautosnap,
imagequalityassessment,enrollmentissuesandthresholdselectionaresomeof thedesigndecisionswe hadto
make. In addition,we have combinedexisting encryptionmethodsto provide a secureuser-authenticationfor
LotusNotes. We have alsodiscussedhow automatedbiometricsystemsin generalcanbe modeledaspattern
recognitionsystems,particularlyfor evaluatingtheir securityperformance.
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